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Summary

CVE CVE-2008-4133

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-19 17:15:00 UTC

Updated 2018-10-11 20:51:00 UTC

Description The web proxy service on the D-Link DIR-100 with firmware 1.12 and earlier does not properly filter web requests with large URLs, which allows remote attackers to bypass web restriction filters.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dir-100 1.02 All All All

Hardware D-link Dir-100 1.12 All All All

Hardware D-link Dir-100 1.02 All All All

Hardware D-link Dir-100 1.12 All All All

References

Reference Source

D-Link DIR-100 Ethernet Broadband Router URL Filtering Bypass - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityReason - D-Link DIR-100 long url filter evasion SREASON

SecurityFocus BUGTRAQ

D-Link DIR-100 Security Bypass Vulnerability BID

20080908 [scip_Advisory 3808] D-Link DIR-100 long url filter evasion FULLDISC

D-Link DIR-100 Router URL Filter Can Be Bypassed By Remote Users - SecurityTracker SECTRACK

CVE-2008-4133 | D-Link DIR URL Filter input validation (BID-31050 / XFDB-44961) MISC

IBM X-Force Exchange XF
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NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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