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Summary

CVE CVE-2008-4163

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-22 18:52:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description Unspecified vulnerability in ISC BIND 9.3.5-P2-W1, 9.4.2-P2-W1, and 9.5.0-P2-W1 on Windows allows remote attackers to cause a denial of service (UDP client handler termination) via unknown vectors.

Risk And Classification

Problem Types: CWE-20 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.3.5 p2_w1 All All

Application Isc Bind 9.4.2 p2_w1 All All

Application Isc Bind 9.5.0 p2_w1 All All

Application Isc Bind 9.3.5 p2_w1 All All

Application Isc Bind 9.4.2 p2_w1 All All

Application Isc Bind 9.5.0 p2_w1 All All

References

Reference Source Link

SecurityTracker: BIND Windows UDP Client Handler Bug Lets Remote Users Deny Service SECTRACK www.securitytracker.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

ISC BIND Windows UDP Client Handler Denial Of Service Vulnerability BID www.securityfocus.com

'BIND 9.5.0-P2-W2 is now available.' - MARC MLIST marc.info

'BIND 9.3.5-P2-W2 is now available.' - MARC MLIST marc.info

'BIND 9.4.2-P2-W2 is now available.' - MARC MLIST marc.info

Webmail - OVH VUPEN www.vupen.com

ISC BIND for Windows UDP Client Handler Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com
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http://marc.info/?l=bind-announce&m=122180376630150&w=2
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2017-08-07 Joshua Bressers Not vulnerable. This flaw does not affect the version of BIND as shipped in Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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