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Summary

CVE CVE-2008-4181

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-23 15:25:00 UTC

Updated 2017-09-29 01:32:00 UTC

Description Directory traversal vulnerability in includes/xml.php in the Netenberg Fantastico De Luxe module before 2.10.4 r19 for cPanel, when cPanel PHP Register Globals is enabled, allows remote authenticated users to include and execute arbitrary local files via a .. (dot dot) or absolute pathname in the fantasticopath parameter. 

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netenberg Fantastico De Luxe 2.10.0 r1 All All

Application Netenberg Fantastico De Luxe 2.10.0 r10 All All

Application Netenberg Fantastico De Luxe 2.10.0 r11 All All

Application Netenberg Fantastico De Luxe 2.10.0 r12 All All

Application Netenberg Fantastico De Luxe 2.10.0 r13 All All

Application Netenberg Fantastico De Luxe 2.10.0 r14 All All

Application Netenberg Fantastico De Luxe 2.10.0 r15 All All

Application Netenberg Fantastico De Luxe 2.10.0 r16 All All

Application Netenberg Fantastico De Luxe 2.10.0 r2 All All

Application Netenberg Fantastico De Luxe 2.10.0 r3 All All

Application Netenberg Fantastico De Luxe 2.10.0 r4 All All

Application Netenberg Fantastico De Luxe 2.10.0 r5 All All

Application Netenberg Fantastico De Luxe 2.10.0 r6 All All

Application Netenberg Fantastico De Luxe 2.10.0 r7 All All

Application Netenberg Fantastico De Luxe 2.10.0 r9 All All

Application Netenberg Fantastico De Luxe 2.10.2 r1 All All

Application Netenberg Fantastico De Luxe 2.10.2 r10 All All
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Application Netenberg Fantastico De Luxe 2.10.2 r10 All All

Application Netenberg Fantastico De Luxe 2.10.2 r11 All All

Application Netenberg Fantastico De Luxe 2.10.2 r12 All All

Application Netenberg Fantastico De Luxe 2.10.2 r13 All All

Application Netenberg Fantastico De Luxe 2.10.2 r14 All All

Application Netenberg Fantastico De Luxe 2.10.2 r15 All All

Application Netenberg Fantastico De Luxe 2.10.2 r16 All All

Application Netenberg Fantastico De Luxe 2.10.2 r17 All All

Application Netenberg Fantastico De Luxe 2.10.2 r18 All All

Application Netenberg Fantastico De Luxe 2.10.2 r19 All All

Application Netenberg Fantastico De Luxe 2.10.2 r2 All All

Application Netenberg Fantastico De Luxe 2.10.2 r20 All All

Application Netenberg Fantastico De Luxe 2.10.2 r21 All All

Application Netenberg Fantastico De Luxe 2.10.2 r22 All All

Application Netenberg Fantastico De Luxe 2.10.2 r23 All All

Application Netenberg Fantastico De Luxe 2.10.2 r24 All All

Application Netenberg Fantastico De Luxe 2.10.2 r25 All All

Application Netenberg Fantastico De Luxe 2.10.2 r26 All All

Application Netenberg Fantastico De Luxe 2.10.2 r27 All All

Application Netenberg Fantastico De Luxe 2.10.2 r28 All All

Application Netenberg Fantastico De Luxe 2.10.2 r29 All All

Application Netenberg Fantastico De Luxe 2.10.2 r3 All All

Application Netenberg Fantastico De Luxe 2.10.2 r30 All All

Application Netenberg Fantastico De Luxe 2.10.2 r31 All All

Application Netenberg Fantastico De Luxe 2.10.2 r32 All All

Application Netenberg Fantastico De Luxe 2.10.2 r33 All All

Application Netenberg Fantastico De Luxe 2.10.2 r34 All All

Application Netenberg Fantastico De Luxe 2.10.2 r35 All All

Application Netenberg Fantastico De Luxe 2.10.2 r36 All All

Application Netenberg Fantastico De Luxe 2.10.2 r37 All All

Application Netenberg Fantastico De Luxe 2.10.2 r38 All All

Application Netenberg Fantastico De Luxe 2.10.2 r39 All All

Application Netenberg Fantastico De Luxe 2.10.2 r4 All All

Application Netenberg Fantastico De Luxe 2.10.2 r40 All All

Application Netenberg Fantastico De Luxe 2.10.2 r41 All All

Application Netenberg Fantastico De Luxe 2.10.2 r42 All All
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Application Netenberg Fantastico De Luxe 2.10.2 r43 All All

Application Netenberg Fantastico De Luxe 2.10.2 r44 All All

Application Netenberg Fantastico De Luxe 2.10.2 r45 All All

Application Netenberg Fantastico De Luxe 2.10.2 r5 All All

Application Netenberg Fantastico De Luxe 2.10.2 r6 All All

Application Netenberg Fantastico De Luxe 2.10.2 r7 All All

Application Netenberg Fantastico De Luxe 2.10.2 r8 All All

Application Netenberg Fantastico De Luxe 2.10.2 r9 All All

Application Netenberg Fantastico De Luxe 2.10.4 r1 All All

Application Netenberg Fantastico De Luxe 2.10.4 r10 All All

Application Netenberg Fantastico De Luxe 2.10.4 r11 All All

Application Netenberg Fantastico De Luxe 2.10.4 r12 All All

Application Netenberg Fantastico De Luxe 2.10.4 r13 All All

Application Netenberg Fantastico De Luxe 2.10.4 r14 All All

Application Netenberg Fantastico De Luxe 2.10.4 r15 All All

Application Netenberg Fantastico De Luxe 2.10.4 r16 All All

Application Netenberg Fantastico De Luxe 2.10.4 r17 All All

Application Netenberg Fantastico De Luxe 2.10.4 r2 All All

Application Netenberg Fantastico De Luxe 2.10.4 r3 All All

Application Netenberg Fantastico De Luxe 2.10.4 r4 All All

Application Netenberg Fantastico De Luxe 2.10.4 r5 All All

Application Netenberg Fantastico De Luxe 2.10.4 r6 All All

Application Netenberg Fantastico De Luxe 2.10.4 r7 All All

Application Netenberg Fantastico De Luxe 2.10.4 r8 All All

Application Netenberg Fantastico De Luxe 2.10.4 r9 All All

Application Netenberg Fantastico De Luxe 2.8.2 r1 All All

Application Netenberg Fantastico De Luxe 2.8.2 r10 All All

Application Netenberg Fantastico De Luxe 2.8.2 r11 All All

Application Netenberg Fantastico De Luxe 2.8.2 r2 All All

Application Netenberg Fantastico De Luxe 2.8.2 r3 All All

Application Netenberg Fantastico De Luxe 2.8.2 r4 All All

Application Netenberg Fantastico De Luxe 2.8.2 r5 All All

Application Netenberg Fantastico De Luxe 2.8.2 r6 All All

Application Netenberg Fantastico De Luxe 2.8.2 r7 All All

Application Netenberg Fantastico De Luxe 2.8.2 r8 All All

Application Netenberg Fantastico De Luxe 2.8.2 r9 All All
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Application Netenberg Fantastico De Luxe 2.8.2 r9 All All

Application Netenberg Fantastico De Luxe 2.8.4 r1 All All

Application Netenberg Fantastico De Luxe 2.8.4 r2 All All

Application Netenberg Fantastico De Luxe 2.8.4 r3 All All

Application Netenberg Fantastico De Luxe 2.8.4 r4 All All

Application Netenberg Fantastico De Luxe 2.8.4 r5 All All

Application Netenberg Fantastico De Luxe 2.8.4 r6 All All

Application Netenberg Fantastico De Luxe 2.8.4 r7 All All

Application Netenberg Fantastico De Luxe 2.8.6 r1 All All

Application Netenberg Fantastico De Luxe 2.8.6 r2 All All

Application Netenberg Fantastico De Luxe 2.8.6 r3 All All

Application Netenberg Fantastico De Luxe 2.8.8 r1 All All

Application Netenberg Fantastico De Luxe 2.8.8 r10 All All

Application Netenberg Fantastico De Luxe 2.8.8 r2 All All

Application Netenberg Fantastico De Luxe 2.8.8 r3 All All

Application Netenberg Fantastico De Luxe 2.8.8 r4 All All

Application Netenberg Fantastico De Luxe 2.8.8 r5 All All

Application Netenberg Fantastico De Luxe 2.8.8 r6 All All

Application Netenberg Fantastico De Luxe 2.8.8 r7 All All

Application Netenberg Fantastico De Luxe 2.8.8 r8 All All

Application Netenberg Fantastico De Luxe 2.8.8 r9 All All

Application Netenberg Fantastico De Luxe 2.8.r1 All All All

Application Netenberg Fantastico De Luxe 2.8.r10 All All All

Application Netenberg Fantastico De Luxe 2.8.r11 All All All

Application Netenberg Fantastico De Luxe 2.8.r12 All All All

Application Netenberg Fantastico De Luxe 2.8.r13 All All All

Application Netenberg Fantastico De Luxe 2.8.r14 All All All

Application Netenberg Fantastico De Luxe 2.8.r15 All All All

Application Netenberg Fantastico De Luxe 2.8.r16 All All All

Application Netenberg Fantastico De Luxe 2.8.r17 All All All

Application Netenberg Fantastico De Luxe 2.8.r18 All All All

Application Netenberg Fantastico De Luxe 2.8.r19 All All All

Application Netenberg Fantastico De Luxe 2.8.r2 All All All

Application Netenberg Fantastico De Luxe 2.8.r3 All All All

Application Netenberg Fantastico De Luxe 2.8.r4 All All All

Application Netenberg Fantastico De Luxe 2.8.r5 All All All
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Application Netenberg Fantastico De Luxe 2.8.r6 All All All

Application Netenberg Fantastico De Luxe 2.8.r7 All All All

Application Netenberg Fantastico De Luxe 2.8.r8 All All All

Application Netenberg Fantastico De Luxe 2.8.r9 All All All

Application Netenberg Fantastico De Luxe 2.10.0 r1 All All

Application Netenberg Fantastico De Luxe 2.10.0 r10 All All

Application Netenberg Fantastico De Luxe 2.10.0 r11 All All

Application Netenberg Fantastico De Luxe 2.10.0 r12 All All

Application Netenberg Fantastico De Luxe 2.10.0 r13 All All

Application Netenberg Fantastico De Luxe 2.10.0 r14 All All

Application Netenberg Fantastico De Luxe 2.10.0 r15 All All

Application Netenberg Fantastico De Luxe 2.10.0 r16 All All

Application Netenberg Fantastico De Luxe 2.10.0 r2 All All

Application Netenberg Fantastico De Luxe 2.10.0 r3 All All

Application Netenberg Fantastico De Luxe 2.10.0 r4 All All

Application Netenberg Fantastico De Luxe 2.10.0 r5 All All

Application Netenberg Fantastico De Luxe 2.10.0 r6 All All
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Application Netenberg Fantastico De Luxe 2.10.0 r9 All All
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Application Netenberg Fantastico De Luxe 2.10.2 r12 All All

Application Netenberg Fantastico De Luxe 2.10.2 r13 All All

Application Netenberg Fantastico De Luxe 2.10.2 r14 All All

Application Netenberg Fantastico De Luxe 2.10.2 r15 All All

Application Netenberg Fantastico De Luxe 2.10.2 r16 All All

Application Netenberg Fantastico De Luxe 2.10.2 r17 All All

Application Netenberg Fantastico De Luxe 2.10.2 r18 All All

Application Netenberg Fantastico De Luxe 2.10.2 r19 All All

Application Netenberg Fantastico De Luxe 2.10.2 r2 All All

Application Netenberg Fantastico De Luxe 2.10.2 r20 All All

Application Netenberg Fantastico De Luxe 2.10.2 r21 All All

Application Netenberg Fantastico De Luxe 2.10.2 r22 All All

Application Netenberg Fantastico De Luxe 2.10.2 r23 All All
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Cpanel <= 11.x (Fantastico) LFI Vulnerability (sec bypass) EXPLOIT-DB

Fantastico De Luxe 2.10.4 r19 CONFIRM

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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