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CVE CVE-2008-4192
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-29 17:17:29 UTC
Updated 2026-04-23 00:35:47 UTC
Description The pserver_shutdown function in fence_egenera in cman 2.20080629 and 2.20080801 allows local users to overwrite arbi

/ |

Risk And Classification

Primary CVSS: v2.0 6.9 from nvd@nist.gov
AV:L/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-59 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Cman 2.20080629 All All All


https://cve.report/
https://cve.report/CVE-2008-4192/mitre
https://cve.report/CVE-2008-4192/nist
https://cve.report/CVE-2008-4192/cve_org
https://cve.report/api/cve/CVE-2008-4192.json
https://cve.report/CVE-2008-4192.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cman

Application Redhat Cman 2.20080801 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Cluster Project CMAN "fence_egenera" Insecure Temporary Files - Secunia Advisories - Vulnerability Intelligence - Secunia.com  af854a3a-
oss-security - CVE Request (openswan, emacspeak, cman) af854a3a-
Bug 460476 — CVE-2008-4192 cman/fence: insecure temporary file usage in the egenera fence agent af854a3a-
[SECURITY] Fedora 9 Update: cman-2.03.08-1.fc9 af854a3a-
oss-security - Re: CVE Request (openswan, emacspeak, cman) af854a3a-
uvw.ru/report.lenny.xt af854a3a-
Fedora update for cman - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-
USN-875-1: Red Hat Cluster Suite vulnerabilities | Ubuntu af854a3a-
oss-security - CVE requests: tempfile issues for aview, mgetty, openoffice, crossfire af854a3a-
Support af854a3a-
235770 — (debian-tempfile) [Tracker] Tempfile issues found in Debian af854a3a-
Webmail - OVH af854a3a-
IBM X-Force Exchange af854a3a-
Fedora update for gfs2-utils and rgmanager - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-
Red Hat update for fence - Secunia.com af854a3a-
cman 'fence_egenera' Insecure Temporary File Creation Vulnerability af854a3a-
404 Not Found af854a3a-
#496410 - The possibility of attack with the help of symlinks in some Debian packages - Debian Bug report logs af854a3a-
CVE Program record CVE.ORC
NVD vulnerability detail NVD

4

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-10-17 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.cor
4| “

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |


http://cve.report/vendor/redhat
http://cve.report/software/redhat/cman
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/31887
http://www.openwall.com/lists/oss-security/2008/09/18/3
https://bugzilla.redhat.com/show_bug.cgi?id=460476
https://www.redhat.com/archives/fedora-package-announce/2008-October/msg00666.html
http://www.openwall.com/lists/oss-security/2008/09/24/2
http://uvw.ru/report.lenny.txt
http://secunia.com/advisories/32387
http://www.ubuntu.com/usn/USN-875-1
http://www.openwall.com/lists/oss-security/2008/10/30/2
http://www.redhat.com/support/errata/RHSA-2011-0266.html
https://bugs.gentoo.org/show_bug.cgi?id=235770
http://www.vupen.com/english/advisories/2011/0419
https://exchange.xforce.ibmcloud.com/vulnerabilities/44845
http://secunia.com/advisories/32390
http://secunia.com/advisories/43362
http://www.securityfocus.com/bid/30898
http://dev.gentoo.org/~rbu/security/debiantemp/cman
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=496410
https://www.cve.org/CVERecord?id=CVE-2008-4192
https://nvd.nist.gov/vuln/detail/CVE-2008-4192
https://cve.report/

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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https://cve.report/mitre
http://cve.report/mitre_license.txt
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