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Summary

CVE CVE-2008-4294

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-27 10:30:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description IBM Tivoli Netcool/Webtop 2.1 before 2.1.0.5 preserves cached user privileges after logout, which allows physically proximate attackers to hijack a session by visiting an unattended workstation, as demonstrated by a root session that is still valid after a subsequent read-only session has begun.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Tivoli Netcool Webtop 2.1.0 All All All

Application Ibm Tivoli Netcool Webtop 2.1.0 All All All

References

Reference

IBM notice: The page you requested cannot be displayed

IBM notice: The page you requested cannot be displayed

Webmail - OVH

IBM Tivoli Netcool/Webtop Privilege Escalation Vulnerability

IBM X-Force Exchange

Tivoli Netcool/Webtop Security Issue and Information Disclosure Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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