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Summary

CVE CVE-2008-4304

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-23 18:30:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description general/login.php in phpCollab 2.5 rc3 and earlier allows remote attackers to execute arbitrary commands via shell metacharacters in unspecified input related to the SSL_CLIENT_CERT environment variable. NOTE: in some environments, SSL_CLIENT_CERT always has a base64-encoded string value, which may impose constraints on injection for typical shells.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpcollab Phpcollab 2.2 All All All

Application Phpcollab Phpcollab 2.3 All All All

Application Phpcollab Phpcollab 2.4 All All All

Application Phpcollab Phpcollab 2.5 beta_4 All All

Application Phpcollab Phpcollab 2.5 rc1 All All

Application Phpcollab Phpcollab 2.5 rc2 All All

Application Phpcollab Phpcollab 2.2 All All All

Application Phpcollab Phpcollab 2.3 All All All

Application Phpcollab Phpcollab 2.4 All All All

Application Phpcollab Phpcollab 2.5 beta_4 All All

Application Phpcollab Phpcollab 2.5 rc1 All All

Application Phpcollab Phpcollab 2.5 rc2 All All

Application Phpcollab Phpcollab All rc3 All All
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phpCollab Multiple Input Validation Vulnerabilities BID

Gentoo Bug 235052 - www-apps/phpcollab: SQL / shell command / PHP code injection (CVE-2006-1495, CVE-2008-{4303,4304,4305}) CONFIRM

phpCollab: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Gentoo phpCollab Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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