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CVE CVE-2008-4305
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-23 18:30:00 UTC
Updated 2017-08-08 01:32:00 UTC
Description Static code injection vulnerability in installation/setup.php in phpCollab 2.5 rc3 and earlier allows remote authenticated adm

/ |

1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Php-collab Php-collab 2.2 All All All

Application Php-collab Php-collab 2.3 All All All

Application Php-collab Php-collab 2.4 All All All

Application Php-collab Php-collab 2.2 All All All

Application Php-collab Php-collab 2.3 All All All

Application Php-collab Php-collab 2.4 All All All

Application Php-collab Php-collab All rc3 All All

Reference So
IBM X-Force Exchange XF
phpCollab Multiple Input Validation Vulnerabilities BIL
phpCollab Multiple SQL Injection Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SE

Gentoo Bug 235052 - www-apps/phpcollab: SQL / shell command / PHP code injection (CVE-2006-1495, CVE-2008-{4303,4304,4305}) CC
phpCollab: Multiple vulnerabilities — Gentoo Linux Documentation GE
Gentoo phpCollab Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SE
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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