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CVE-2008-4306

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Linux from Ubuntu contain the following
vulnerability:

Buffer overflow in enscript before 1.6.4 has unknown impact and attack
vectors, possibly related to the font escape sequence.

CVSS2 Score: 9.3 - HIGH
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CVE References

Description Tags Link

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 49569

Gentoo update for enscript - Secunia Advisories - Vulnerability
Intelligence - Secunia.com

web.archive.org

text/html

 SECUNIA 32970

rPath update for enscript - Secunia.com web.archive.org

text/html

 SECUNIA 32753

Ubuntu update for enscript - Secunia.com Vendor Advisory

web.archive.org

text/html

 SECUNIA 32530

Debian -- Security Information -- DSA-1670-1 enscript www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1670

CVE-2008-4306 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2008-4306/mitre
https://cve.report/CVE-2008-4306/nist
https://cve.report/CVE-2008-4306/cve_org
https://cve.report/CVE-2008-4306.pdf
http://cve.report/software/ubuntu/linux
http://cve.report/vendor/ubuntu
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://osvdb.org/49569
https://web.archive.org/web/2008/http://secunia.com/advisories/32970
https://web.archive.org/web/2008/http://secunia.com/advisories/32753
https://web.archive.org/web/2008/http://secunia.com/advisories/32530
http://www.debian.org/security/2008/dsa-1670


text/html

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:10718

No Description Provided issues.rpath.com

Inactive Link Not Archived

 CONFIRM
issues.rpath.com/browse/RPL-2887

Support / Security / Advisories / / MDVSA-2008:243 | Mandriva www.mandriva.com

text/html

 MANDRIVA MDVSA-2008:243

Security Advisory SA33109 - Red Hat update for enscript -
Secunia

web.archive.org

text/html

 SECUNIA 33109

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20081117 rPSA-2008-0321-1
enscript

[SECURITY] Fedora 8 Update: enscript-1.6.4-9.fc8 www.redhat.com

text/html

 FEDORA FEDORA-2008-9351

Debian update for enscript - Secunia.com web.archive.org

text/html

 SECUNIA 32854

USN-660-1: enscript vulnerability | Ubuntu www.ubuntu.com

text/html

 UBUNTU USN-660-1

Advisories:rPSA-2008-0321 - rPath Wiki web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
wiki.rpath.com/wiki/Advisories:rPSA-2008-
0321

[SECURITY] Fedora 9 Update: enscript-1.6.4-10.fc9 www.redhat.com

text/html

 FEDORA FEDORA-2008-9372

rhn.redhat.com | Red Hat Support web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2008:1021

enscript: User-assisted execution of arbitrary code — Gentoo
Linux Documentation

security.gentoo.org

text/html

 GENTOO GLSA-200812-02

[security-announce] SUSE Security Summary Report: SUSE-
SR:2008:024

lists.opensuse.org

text/html

 SUSE SUSE-SR:2008:024

Fedora update for enscript - Secunia.com web.archive.org

text/html

 SECUNIA 32521

ASA-2008-504 (RHSA-2008-1021) support.avaya.com

text/html

 CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2008-504.htm

Support www.redhat.com

text/html

 REDHAT RHSA-2008:1016

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating Ubuntu Linux 6.06 lts All All

https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10718
https://issues.rpath.com/browse/RPL-2887
http://www.mandriva.com/security/advisories?name=MDVSA-2008:243
https://web.archive.org/web/2008/http://secunia.com/advisories/33109
http://www.securityfocus.com/archive/1/498385/100/0/threaded
https://www.redhat.com/archives/fedora-package-announce/2008-November/msg00014.html
https://web.archive.org/web/2008/http://secunia.com/advisories/32854
http://www.ubuntu.com/usn/usn-660-1
https://web.archive.org/web/2008/http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0321
https://www.redhat.com/archives/fedora-package-announce/2008-November/msg00040.html
https://web.archive.org/web/2008/http://rhn.redhat.com/errata/RHSA-2008-1021.html
http://security.gentoo.org/glsa/glsa-200812-02.xml
http://lists.opensuse.org/opensuse-security-announce/2008-11/msg00000.html
https://web.archive.org/web/2008/http://secunia.com/advisories/32521
http://support.avaya.com/elmodocs2/security/ASA-2008-504.htm
http://www.redhat.com/support/errata/RHSA-2008-1016.html
mailto:%20comment@cve.report


← Previous ID Next ID→

Operating
System

Ubuntu Linux 6.06 lts All All

Operating
System

Ubuntu Linux 7.10 All All All

Operating
System

Ubuntu Linux 8.04 lts All All

Operating
System

Ubuntu Linux 8.10 All All All

Operating
System

Ubuntu Linux 6.06 lts All All

Operating
System

Ubuntu Linux 7.10 All All All

Operating
System

Ubuntu Linux 8.04 lts All All

Operating
System

Ubuntu Linux 8.10 All All All

No vendor comments have been submitted for this CVE
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