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Summary

CVE CVE-2008-4308

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-26 23:30:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description The doRead method in Apache Tomcat 4.1.32 through 4.1.34 and 5.5.10 through 5.5.20 does not return a -1 to indicate when a certain error condition has occurred, which can cause Tomcat to send POST content from one request to a different request.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 4.1.32 All All All

Application Apache Tomcat 4.1.33 All All All

Application Apache Tomcat 4.1.34 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All

Application Apache Tomcat 5.5.14 All All All

Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.20 All All All

Application Apache Tomcat 4.1.32 All All All

Application Apache Tomcat 4.1.33 All All All

Application Apache Tomcat 4.1.34 All All All
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Application Apache Tomcat 4.1.34 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All

Application Apache Tomcat 5.5.14 All All All

Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.20 All All All

References

Reference Source Link

JVN#66905322 Apache Tomcat information disclosure vulnerability JVN jvn.jp

Pony Mail! MISC lists.apache.org

JVNDB-2009-000010 JVNDB jvndb.jvn.jp

Bug 40771 – Can't read POST data from within a filter or valve MISC issues.apache.org

Apache Tomcat POST Content Disclosure Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Pony Mail! MISC lists.apache.org

Pony Mail! MLIST lists.apache.org

SecurityFocus BUGTRAQ www.securityfocus.com

Apache Tomcat POST Data Information Disclosure Vulnerability BID www.securityfocus.com

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MISC lists.apache.org

Webmail - OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997485 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-7g59-hm8v-cwmc)
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