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Summary

CVE CVE-2008-4311

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-10 00:30:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description The default configuration of system.conf in D-Bus (aka DBus) before 1.2.6 omits the send_type attribute in certain rules, which allows local users to bypass intended access restrictions by (1) sending messages, related to send_requested_reply; and possibly (2) receiving messages, related to receive_requested_reply.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Dbus 0.1 All All All

Application Freedesktop Dbus 0.10 All All All

Application Freedesktop Dbus 0.11 All All All

Application Freedesktop Dbus 0.12 All All All

Application Freedesktop Dbus 0.13 All All All

Application Freedesktop Dbus 0.2 All All All

Application Freedesktop Dbus 0.20 All All All

Application Freedesktop Dbus 0.21 All All All

Application Freedesktop Dbus 0.22 All All All

Application Freedesktop Dbus 0.23 All All All

Application Freedesktop Dbus 0.23.1 All All All

Application Freedesktop Dbus 0.23.2 All All All

Application Freedesktop Dbus 0.23.3 All All All

Application Freedesktop Dbus 0.3 All All All

Application Freedesktop Dbus 0.31 All All All

Application Freedesktop Dbus 0.32 All All All

Application Freedesktop Dbus 0.33 All All All
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Application Freedesktop Dbus 0.33 All All All

Application Freedesktop Dbus 0.34 All All All

Application Freedesktop Dbus 0.35 All All All

Application Freedesktop Dbus 0.35.1 All All All

Application Freedesktop Dbus 0.35.2 All All All

Application Freedesktop Dbus 0.36 All All All

Application Freedesktop Dbus 0.36.1 All All All

Application Freedesktop Dbus 0.36.2 All All All

Application Freedesktop Dbus 0.4 All All All

Application Freedesktop Dbus 0.5 All All All

Application Freedesktop Dbus 0.50 All All All

Application Freedesktop Dbus 0.6 All All All

Application Freedesktop Dbus 0.60 All All All

Application Freedesktop Dbus 0.61 All All All

Application Freedesktop Dbus 0.62 All All All

Application Freedesktop Dbus 0.7 All All All

Application Freedesktop Dbus 0.8 All All All

Application Freedesktop Dbus 0.9 All All All

Application Freedesktop Dbus 0.90 All All All

Application Freedesktop Dbus 0.91 All All All

Application Freedesktop Dbus 0.92 All All All

Application Freedesktop Dbus 1.0 All All All

Application Freedesktop Dbus 1.0 rc1 All All

Application Freedesktop Dbus 1.0 rc2 All All

Application Freedesktop Dbus 1.0 rc3 All All

Application Freedesktop Dbus 1.1.0 All All All

Application Freedesktop Dbus 1.1.1 All All All

Application Freedesktop Dbus 1.1.2 All All All

Application Freedesktop Dbus 1.1.4 All All All

Application Freedesktop Dbus 0.1 All All All

Application Freedesktop Dbus 0.10 All All All

Application Freedesktop Dbus 0.11 All All All

Application Freedesktop Dbus 0.12 All All All

Application Freedesktop Dbus 0.13 All All All

Application Freedesktop Dbus 0.2 All All All

Application Freedesktop Dbus 0.20 All All All
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Application Freedesktop Dbus 0.21 All All All

Application Freedesktop Dbus 0.22 All All All

Application Freedesktop Dbus 0.23 All All All

Application Freedesktop Dbus 0.23.1 All All All

Application Freedesktop Dbus 0.23.2 All All All

Application Freedesktop Dbus 0.23.3 All All All

Application Freedesktop Dbus 0.3 All All All

Application Freedesktop Dbus 0.31 All All All

Application Freedesktop Dbus 0.32 All All All

Application Freedesktop Dbus 0.33 All All All

Application Freedesktop Dbus 0.34 All All All

Application Freedesktop Dbus 0.35 All All All

Application Freedesktop Dbus 0.35.1 All All All

Application Freedesktop Dbus 0.35.2 All All All

Application Freedesktop Dbus 0.36 All All All

Application Freedesktop Dbus 0.36.1 All All All

Application Freedesktop Dbus 0.36.2 All All All

Application Freedesktop Dbus 0.4 All All All

Application Freedesktop Dbus 0.5 All All All

Application Freedesktop Dbus 0.50 All All All

Application Freedesktop Dbus 0.6 All All All

Application Freedesktop Dbus 0.60 All All All

Application Freedesktop Dbus 0.61 All All All

Application Freedesktop Dbus 0.62 All All All

Application Freedesktop Dbus 0.7 All All All

Application Freedesktop Dbus 0.8 All All All

Application Freedesktop Dbus 0.9 All All All

Application Freedesktop Dbus 0.90 All All All

Application Freedesktop Dbus 0.91 All All All

Application Freedesktop Dbus 0.92 All All All

Application Freedesktop Dbus 1.0 All All All

Application Freedesktop Dbus 1.0 rc1 All All

Application Freedesktop Dbus 1.0 rc2 All All

Application Freedesktop Dbus 1.0 rc3 All All

Application Freedesktop Dbus 1.1.0 All All All

Application Freedesktop Dbus 1.1.1 All All All
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Application Freedesktop Dbus 1.1.1 All All All

Application Freedesktop Dbus 1.1.2 All All All

Application Freedesktop Dbus 1.1.4 All All All

Application Freedesktop Dbus All All All All

References

Reference Source Link

D-Bus Default Configuration Security Bypass - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Bug 18229 – send_requested_reply="true" allows all non-reply messages CONFIRM bugs.freedesktop.org

openSUSE-SU-2012:1418-1: moderate: update for dbus-1, dbus-1-x11 SUSE lists.opensuse.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:009 SUSE lists.opensuse.org

[security-announce] SUSE Security Announcement: dbus-1 (SUSE-SA:2009:013 SUSE lists.opensuse.org

Fedora update for dbus - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[CVE-2008-4311] DBus 1.2.6 MLIST lists.freedesktop.org

SUSE update for dbus-1 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

#503532 - send_requested_reply="true" allows all non-reply messages - Debian Bug report logs CONFIRM bugs.debian.org

[SECURITY] Fedora 9 Update: dbus-1.2.6-1.fc9 FEDORA www.redhat.com

Packagekit "failed to get a TID:" - rendered unusable CONFIRM forums.fedoraforum.org

Bug 474895 – CVE-2008-4311 CONFIRM bugzilla.redhat.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:008 SUSE lists.opensuse.org

D-Bus 'send_requested_reply' and 'receive_requested_reply' Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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