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Summary

CVE CVE-2008-4313

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-27 00:30:00 UTC

Updated 2017-09-29 01:32:00 UTC

Description A certain Red Hat patch for tog-pegasus in OpenGroup Pegasus 2.7.0 does not properly configure the PAM tty name, which allows remote authenticated users to bypass intended access restrictions and send requests to OpenPegasus WBEM services.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openpegasus Openpegasus Wbem 2.7.0 All All All

Application Openpegasus Openpegasus Wbem 2.7.0 All All All

Operating System Redhat Enterprise Linux 5.0 All server All

Operating System Redhat Enterprise Linux 5.0 All server All

Operating System Redhat Enterprise Linux Desktop 5.0 All client All

Operating System Redhat Enterprise Linux Desktop 5.0 All client All

References

Reference Source

Repository / Oval Repository OVAL

IBM X-Force Exchange XF

OpenPegasus 'access.conf' Security Settings Can Be Bypassed - SecurityTracker SECTRACK

rhn.redhat.com | Red Hat Support REDHAT

admin.fedoraproject.org/updates/tog-pegasus-2.7.1-3.fc10 CONFIRM

459217 – (CVE-2008-4313) CVE-2008-4313 tog-pegasus: WBEM services access not restricted to dedicated user after 2.7.0 rebase CONFIRM

admin.fedoraproject.org/updates/tog-pegasus-2.7.0-7.fc9 CONFIRM
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504 Gateway Time-out BID

Red Hat update for tog-pegasus - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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