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smbd in Samba 3.0.29 through 3.2.4 might allow remote attackers to read arbitrary memory and cause a denial of service v
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Samba Samba 3.0.29 All All All
Samba Samba 3.0.30 All All All
Samba Samba 3.0.31 All All All
Samba Samba 3.0.32 All All All
Samba Samba 3.0.33 All All All
Samba Samba 3.2.0 All All All
Samba Samba 3.2.1 All All All
Samba Samba 322 All All All
Samba Samba 3.23 All All All
Samba Samba 324 All All All
Samba Samba 3.0.29 All All All
Samba Samba 3.0.30 All All All
Samba Samba 3.0.31 All All All
Samba Samba 3.0.32 All All All
Samba Samba 3.0.33 All All All
Samba Samba 3.2.0 All All All
Samba Samba 3.2.1 All All All
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Application Samba Samba 3.2.2 All All All

Application Samba Samba 3.23 All All All

Application Samba Samba 3.24 All All All

Reference Source
Webmail - OVH VUPEN
Slackware update for samba - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNI/
Ubuntu update for samba - Secunia.com SECUNI/
"[security bulletin] HPSBTU02454 SSRT080172 rev.1 - HP Internet Express for Tru64 UNIX Running Samba,' - MARC HP
[SECURITY] Fedora 8 Update: samba-3.0.33-0.fc8 FEDORA
us1.samba.org/samba/ftp/patches/security/samba-3.0.32-CVE-2008-4314.patch CONFIRI
[security-announce] SUSE Security Summary Report: SUSE-SR:2008:027 SUSE
Samba Arbitrary Memory Contents Information Disclosure Vulnerability BID
Fedora update for samba - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNI/
Samba - Security Announcement Archive CONFIRI
249087 SUNALE
The Slackware Linux Project: Slackware Security Advisories SLACKW
[SECURITY] Fedora 9 Update: samba-3.2.5-0.22.fc9 FEDORA

HP Internet Express for Tru64 UNIX Samba Information Disclosure - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNI/

50230 OSVDB
Webmail - OVH VUPEN
Samba "smbd" Information Disclosure Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNI/
USN-680-1: Samba vulnerability | Ubuntu UBUNTU
Webmail - OVH VUPEN
SecurityTracker.com Archives - Samba 'trans’, 'trans2', and 'nttrans' Requests Let Remote Users Obtain Memory Contents SECTRA
CVE Program record CVE.OR(
NVD vulnerability detail NVD

|

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-12-01 Joshua Bressers Not vulnerable. This issue did not affect the versions of Samba as shipped with Red Hat En

il

/

There are currently no legacy QID mappings associated with this CVE.
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http://lists.opensuse.org/opensuse-security-announce/2008-12/msg00002.html
http://www.securityfocus.com/bid/32494
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