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CVE CVE-2008-4324
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-29 20:09:00 UTC
Updated 2018-10-11 20:51:00 UTC
Description The user interface event dispatcher in Mozilla Firefox 3.0.3 on Windows XP SP2 allows remote attackers to cause a denial
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.3 All All All

References

Reference Sour
Mozilla Firefox User Interface Dispatcher Crash and Remote Denial of Service MISC

Mozilla Firefox "keypress" User Interface Event Dispatching Weakness - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECI

Mozilla Firefox User Interface Dispatcher Null Pointer Dereference Denial of Service Vulnerability BID

SecurityFocus BUG
Mozilla Firefox 3.0.3 - User Interface Null Pointer Dereference Crash - Windows dos Exploit EXPL
SecNiche Security MISC
SecurityReason - Mozilla Firefox 3.0.3 User Interface Null Pointer Dereference Crash SRE/
SecurityFocus BUG
EvilFingers - Mozilla Firefox User Interface Null Pointer Dereference Dispatcher Crash and Remote Denial of Service. MISC

CVE Program record CVE.



https://cve.report/
https://cve.report/CVE-2008-4324/mitre
https://cve.report/CVE-2008-4324/nist
https://cve.report/CVE-2008-4324/cve_org
https://cve.report/api/cve/CVE-2008-4324.json
https://cve.report/CVE-2008-4324.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://www.secniche.org/moz303/index.html
http://secunia.com/advisories/32040
http://www.securityfocus.com/bid/31476
http://www.securityfocus.com/archive/1/496846/100/0/threaded
https://www.exploit-db.com/exploits/6614
http://www.secniche.org/moz303.html
http://securityreason.com/securityalert/4321
http://www.securityfocus.com/archive/1/496807/100/0/threaded
http://evilfingers.com/advisory/Firefox_User_Interface_Null_Pointer_Dereference_Dispatcher_Crash_n_Remote_DoS.php
https://www.cve.org/CVERecord?id=CVE-2008-4324

NVD vulnerability detail NVD

4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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