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Summary

CVE CVE-2008-4325

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-30 16:13:00 UTC

Updated 2010-08-30 04:00:00 UTC

Description lib/viewvc.py in ViewVC 1.0.5 uses the content-type parameter in the HTTP request for the Content-Type header in the HTTP response, which allows remote attackers to cause content to be misinterpreted by the browser via a content-type parameter that is inconsistent with the requested object. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Viewvc Viewvc 1.0.5 All All All

Application Viewvc Viewvc 1.0.5 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 9 Update: viewvc-1.0.6-1.fc9 FEDORA www.redhat.com

[SECURITY] Fedora 8 Update: viewvc-1.0.6-1.fc8 FEDORA www.redhat.com

viewvc: Subversion CONFIRM viewvc.tigris.org

viewvc: Issue 354 CONFIRM viewvc.tigris.org Patch

viewvc: Subversion CONFIRM viewvc.tigris.org

oss-security - Re: viewvc security flaw? MLIST www.openwall.com

oss-security - viewvc security flaw? MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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