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Summary

CVE CVE-2008-4390

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-09 00:30:00 UTC

Updated 2024-01-25 20:50:00 UTC

Description The Cisco Linksys WVC54GC wireless video camera before firmware 1.25 sends cleartext configuration data in response to a Setup Wizard remote-management command, which allows remote attackers to obtain sensitive information such as passwords by sniffing the network.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Linksys Wvc54gc - All All All

Operating System Cisco Linksys Wvc54gc Firmware All All All All

Hardware Cisco Wvc54gc 1.15 All All All

Hardware Cisco Wvc54gc 1.15 All All All

Hardware Cisco Wvc54gc All All All All

References

Reference Source Link Tags

US-CERT Vulnerability Note VU#528993 CERT-VN www.kb.cert.org Patch, US Government Resource

Linksys WVC54GC Information Disclosure and ActiveX Control Buffer Overflow - Secunia.com SECUNIA secunia.com

404 Page Not Found CONFIRM www.linksys.com

Linksys WVC54GC Wireless-G Internet Video Camera Information Disclosure Vulnerability BID www.securityfocus.com

Linksys (A division of Cisco Systems) Information for VU#528993 CONFIRM www.kb.cert.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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