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CVE CVE-2008-4402
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-10-03 15:07:00 UTC
Updated 2017-08-08 01:32:00 UTC

Description Multiple buffer overflows in CGI modules in the server in Trend Micro OfficeScan 8.0 SP1 before build 2439 and 8.0 SP1 P«
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Trend Micro Officescan 8.0 spi All All
Application Trend Micro Officescan 8.0 sp1_patch1 All All
Application Trend Micro Officescan 8.0 spi All All
Application Trend Micro Officescan 8.0 sp1_patch1 All All

References
Reference Source
IBM X-Force Exchange XF
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
www.trendmicro.com/ftp/documentation/readme/OSCES8.0_SP1_Patch1_CriticalPatch_308... CONFI
Trend Micro OfficeScan Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUM
Trend Micro OfficeScan and Worry-Free Business Security Multiple Vulnerabilities BID
www.trendmicro.com/ftp/documentation/readme/OSCE_8.0_SP1_Win_EN_CriticalPatch_B2... CONFI
Security Tracker.com Archives - TrendMicro OfficeScan Buffer Overflow in CGl Modules Lets Remote Users Execute Arbitrary Code  SECTF
CVE Program record CVE.O
NVD vulnerability detail NVD
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https://cve.report/
https://cve.report/CVE-2008-4402/mitre
https://cve.report/CVE-2008-4402/nist
https://cve.report/CVE-2008-4402/cve_org
https://cve.report/CVE-2008-4402.pdf
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/officescan
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/officescan
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/officescan
http://cve.report/vendor/trend_micro
http://cve.report/software/trend_micro/officescan
https://exchange.xforce.ibmcloud.com/vulnerabilities/45608
http://www.vupen.com/english/advisories/2008/2712
http://www.trendmicro.com/ftp/documentation/readme/OSCE8.0_SP1_Patch1_CriticalPatch_3087_Readme.txt
http://secunia.com/advisories/32097
http://www.securityfocus.com/bid/31531
http://www.trendmicro.com/ftp/documentation/readme/OSCE_8.0_SP1_Win_EN_CriticalPatch_B2439_Readme.txt
http://www.securitytracker.com/id?1020974
https://www.cve.org/CVERecord?id=CVE-2008-4402
https://nvd.nist.gov/vuln/detail/CVE-2008-4402

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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