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CVE CVE-2008-4405
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-03 17:41:00 UTC
Updated 2017-09-29 01:32:00 UTC
Description xend in Xen 3.0.3 does not properly limit the contents of the /local/domain xenstore directory tree, and does not properly res

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Xen 3.0.3 All All All

Application Citrix Xen 3.0.3 All All All

Reference Source Li
Xen XenStore Domain Configuration Data Unsafe Storage Vulnerability BID w
Re: [Xen-devel] [PATCH] [Xend] Move some backend configuration - Xen Source MLIST lis
oss-security - Re: CVE Request (xen) MLIST w
[Xen-devel] [PATCH] [Xend] Move some backend configuration - Xen Source MLIST lis

Xen XenStore Domain Backend Configuration Weakness - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA S€
Mercurial repository not found CONFIRM X€

SecurityTracker.com Archives - Xen xenstore Database Storage Weakness May Let Local Users Gain Elevated Privieges SECTRACK w

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:015 SUSE lis
Repository / Oval Repository OVAL o\
Support REDHAT w!
Bug 464817 — CVE-2008-4405 xen: Multiple unsafe uses of guest-writable data from xenstore CONFIRM bt

Bug 464818 — libvirt/virsh access unsafe data from xenstored CONFIRM bt
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https://bugzilla.redhat.com/show_bug.cgi?id=464817
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oss-security - CVE Request (xen) MLIST of

Support / Security / Advisories / / MDVSA-2009:016 | Mandriva MANDRIVA w
Webmail - OVH VUPEN w!
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n
il | i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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