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Summary

CVE CVE-2008-4419

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-05 00:30:00 UTC

Updated 2018-10-11 20:51:00 UTC

Description Directory traversal vulnerability in the HP JetDirect web administration interface in the HP-ChaiSOE 1.0 embedded web server on the LaserJet 9040mfp, LaserJet 9050mfp, and Color LaserJet 9500mfp before firmware 08.110.9; LaserJet 4345mfp and 9200C Digital Sender before firmware 09.120.9; Color LaserJet 4730mfp before firmware 46.200.9; LaserJet 2410, LaserJet 2420, and LaserJet 2430 before firmware 20080819 SPCL112A; LaserJet 4250 and LaserJet 4350 before firmware 20080819 SPCL015A; and LaserJet 9040 and LaserJet 9050 before firmware 20080819 SPCL110A allows remote attackers to read arbitrary files via directory traversal sequences in the URI.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 9200c Digital Sender All All All All

Hardware Hp Color Laserjet 4370mfp All All All All

Hardware Hp Color Laserjet 9500mfp All All All All

Hardware Hp Laserjet 2410 All All All All

Hardware Hp Laserjet 2420 All All All All

Hardware Hp Laserjet 2430 All All All All

Hardware Hp Laserjet 4250 All All All All

Hardware Hp Laserjet 4345mfp All All All All

Hardware Hp Laserjet 4350 All All All All

Hardware Hp Laserjet 9040 All All All All

Hardware Hp Laserjet 9040mfp All All All All

Hardware Hp Laserjet 9050 All All All All

Hardware Hp Laserjet 9050mfp All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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