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Directory traversal vulnerability in importxml.pl in Bugzilla before 2.22.5, and 3.x before 3.0.5, when --attach_path is enable:
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 2.22.1 All All All
Mozilla Bugzilla 2.22.2 All All All
Mozilla Bugzilla 2.22.3 All All All
Mozilla Bugzilla 2.22.4 All All All
Mozilla Bugzilla 2.23 All All All
Mozilla Bugzilla 2.23.1 All All All
Mozilla Bugzilla 2.23.2 All All All
Mozilla Bugzilla 2.23.3 All All All
Mozilla Bugzilla 2.23.4 All All All
Mozilla Bugzilla 2.4 All All All
Mozilla Bugzilla 2.6 All All All
Mozilla Bugzilla 2.8 All All All
Mozilla Bugzilla 2.9 All All All
Mozilla Bugzilla 3.0.2 All All All
Mozilla Bugzilla 3.1.1 All All All
Mozilla Bugzilla 3.1.2 All All All
Mozilla Bugzilla 3.1.3 All All All
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Application Mozilla Bugzilla 3.1.4 All All All
Application Mozilla Bugzilla 2.22.1 All All All
Application Mozilla Bugzilla 2.22.2 All All All
Application Mozilla Bugzilla 2223 All All All
Application Mozilla Bugzilla 2.22.4 All All All
Application Mozilla Bugzilla 2.23 All All All
Application Mozilla Bugzilla 2.23.1 All All All
Application Mozilla Bugzilla 2.23.2 All All All
Application Mozilla Bugzilla 2.23.3 All All All
Application Mozilla Bugzilla 2.23.4 All All All
Application Mozilla Bugzilla 2.4 All All All
Application Mozilla Bugzilla 2.6 All All All
Application Mozilla Bugzilla 2.8 All All All
Application Mozilla Bugzilla 2.9 All All All
Application Mozilla Bugzilla 3.0.2 All All All
Application Mozilla Bugzilla 3.1.1 All All All
Application Mozilla Bugzilla 3.1.2 All All All
Application Mozilla Bugzilla 3.1.3 All All All
Application Mozilla Bugzilla 3.1.4 All All All
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Bugzilla importxml.pl Directory Traversal Vulnerability - Secunia.com

Bugzilla 'importxml.pl' with '--attach_path' Option Lets Users Attach Local Files - SecurityTracker
Bugzilla --attach_path' Directory Traversal Vulnerability

IBM X-Force Exchange

3.0.4, 3.1.4, and 2.22.4 Security Advisory :: Bugzilla :: bugzilla.org

[SECURITY] Fedora 10 Update: bugzilla-3.2.2-2.fc10

437169 — [SECURITY] Local files on the server can be attached to a bug (making them publicly visible) when importing bugs with -attach_patt
[SECURITY] Fedora 9 Update: bugzilla-3.2.2-2.fc9

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Fedora update for bugzilla - Secunia Advisories - Vulnerability Information - Secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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