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Cross-site scripting (XSS) vulnerability in the command-line client in MySQL 5.0.26 through 5.0.45, and other versions inclu
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mysq| Mysql 5.0.30 All All All
Mysql Mysql 5.0.36 All All All
Mysq| Mysg| 5.0.4 All All All
Mysql Mysql 5.0.44 All All All
Mysql Mysql 5.0.30 All All All
Mysql Mysql 5.0.36 All All All
Mysaql Mysql 5.04 All All All
Mysql Mysql 5.0.44 All All All
Oracle Mysql 5.0.26 All All All
Oracle Mysql 5.0.27 All All All
Oracle Mysql 5.0.30 sp1 All All
Oracle Mysql 5.0.32 All All All
Oracle Mysql 5.0.33 All All All
Oracle Mysql 5.0.37 All All All
Oracle Mysql 5.0.38 All All All
Oracle Mysql 5.0.41 All All All
Oracle Mysal 5.0.42 All All All
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Application Oracle Mysg| 5.0.45 All All All

Application Oracle Mysql 5.0.67 All All All

Application Oracle Mysql 5.0.26 All All All

Application Oracle Mysql 5.0.27 All All All

Application Oracle Mysql 5.0.30 sp1 All All

Application Oracle Mysql 5.0.32 All All All

Application Oracle Mysg| 5.0.33 All All All

Application Oracle Mysql 5.0.37 All All All

Application Oracle Mysql 5.0.38 All All All

Application Oracle Mysql 5.0.41 All All All

Application Oracle Mysql 5.0.42 All All All

Application Oracle Mysql 5.0.45 All All All

Application Oracle Mysql 5.0.67 All All All

Reference Source Link
MySQL command-line client HTML injection vulnerability MISC www.her
Bugtrag: RE: RE: MySQL command-line client HTML injection vulnerability BUGTRAQ  seclists.c
MySQL HTML Output Script Insertion Security Issue - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA secunia.(
MySQL Bugs: #27884: mysq| --html does not quote HTML special characters in output CONFIRM  bugs.my:
Ubuntu update for mysql-dfsg-5 and mysql-dfsg-5.1 - Advisories - Community SECUNIA secunia.(
SecurityFocus BUGTRAQ www.sec
Support REDHAT www.red
Support REDHAT www.red
USN-897-1: MySQL vulnerabilities | Ubuntu UBUNTU ubuntu.c
APPLE-SA-2010-03-29-1 Security Update 2010-002 / Mac OS X v10.6.3 APPLE lists.appl
MySQL Command Line Client HTML Special Characters HTML Injection Vulnerability BID WWW.sec
Support / Security / Advisories / / MDVSA-2009:094 | Mandriva MANDRIVA  www.mal
SecurityFocus BUGTRAQ www.sec
Debian -- Security Information -- DSA-1783-1 mysql-dfsg-5.0 DEBIAN www.dek
IBM X-Force Exchange XF exchangt
Repository / Oval Repository OVAL oval.cise
Debian update for mysql-dfsg - Secunia.com SECUNIA secunia.(
SecurityFocus BUGTRAQ www.sec
MySQL command-line client HTML injection vulnerability - SecurityReason.com SREASON  securityr
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http://seclists.org/bugtraq/2008/Oct/0026.html
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http://bugs.mysql.com/bug.php?id=27884
http://secunia.com/advisories/38517
http://www.securityfocus.com/archive/1/496877/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2010-0110.html
http://www.redhat.com/support/errata/RHSA-2009-1289.html
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http://lists.apple.com/archives/security-announce/2010//Mar/msg00001.html
http://www.securityfocus.com/bid/31486
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http://www.securityfocus.com/archive/1/497885/100/0/threaded
http://www.debian.org/security/2009/dsa-1783
https://exchange.xforce.ibmcloud.com/vulnerabilities/45590
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USN-13Y/-1: MySUL vulnerabilities | Ubuntu UBUNIU Www.ubL

SecurityFocus BUGTRAQ www.sec
About the security content of Security Update 2010-002 / Mac OS X v10.6.3 CONFIRM  support.c
Red Hat update for mysqgl - Secunia.com SECUNIA secunia.(
CVE Program record CVE.ORG  www.cve
NVD vulnerability detail NVD nvd.nist.¢
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-02-17 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.cor

il

4 ]

There are currently no legacy QID mappings associated with this CVE.
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