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Certain versions of Edirectory from Novell contain the following
vulnerability:

Heap-based buffer overflow in dhost.exe in Novell eDirectory 8.x before
8.8.3, and 8.7.3 before 8.7.3.10 ftf1, allows remote attackers to
execute arbitrary code via a crafted Netware Core Protocol opcode
0x24 message that triggers a calculation error that under-allocates a
heap buffer.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

CXSecurity - IDS Third Party Advisory

securityreason.com

text/html

 SREASON 4404

Webmail : Solution
de messagerie
professionnelle -
OVHcloud- OVH

Third Party Advisory

www.vupen.com

text/html

 VUPEN ADV-2008-2738

SecurityTracker.com
Archives - Novell
eDirectory Heap
Overflow in
Processing Certain
Opcodes Lets

Third Party Advisory

VDB Entry

www.securitytracker.com

text/html

 SECTRACK 1020990

CVE-2008-4480 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2008-4480/mitre
https://cve.report/CVE-2008-4480/nist
https://cve.report/CVE-2008-4480/cve_org
https://cve.report/CVE-2008-4480.pdf
http://cve.report/software/novell/edirectory
http://cve.report/vendor/novell
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securityreason.com/securityalert/4404
http://www.vupen.com/english/advisories/2008/2738
http://www.securitytracker.com/id?1020990


Remote Users
Execute Arbitrary
Code

Novell eDirectory
20080924

Patch

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5037180.html

Zero Day Initiative Third Party Advisory

VDB Entry

www.zerodayinitiative.com

text/html

 MISC www.zerodayinitiative.com/advisories/ZDI-08-066/

History of Issues
Resolved in
eDirectory 8.8.x

Vendor Advisory

www.novell.com

text/html

 CONFIRM www.novell.com/support/viewContent.do?externalId=3426981

Security
Vulnerability -
eDirectory Core
Protocol Opcode
0x24 Heap Overflow

Vendor Advisory

www.novell.com

text/html

 CONFIRM www.novell.com/support/php/search.do?
cmd=displayKC&docType=kc&externalId=7001183&sliceId=1&docTypeID=DT_TID_1_1&dialogID=78066829&stateId=0%200%2078062953

SecurityFocus Third Party Advisory

VDB Entry

www.securityfocus.com

text/html

 BUGTRAQ 20081008 ZDI-08-066: Novell eDirectory Core Protocol Opcode 0x24 Heap Overflow Vulnerability

History of Issues
resolved in
eDirectory 8.7.3
patches

Vendor Advisory

www.novell.com

text/html

 CONFIRM www.novell.com/support/viewContent.do?externalId=3477912

Novell eDirectory
Multiple
Vulnerabilities -
Secunia Advisories -
Vulnerability
Intelligence -
Secunia.com

Third Party Advisory

web.archive.org

text/html

 SECUNIA 32111

Novell eDirectory
20080924

Patch

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5037181.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Novell Edirectory All All All All

Application Novell Edirectory All All All All

https://web.archive.org/web/2008/http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5037180.html
http://www.zerodayinitiative.com/advisories/ZDI-08-066/
http://www.novell.com/support/viewContent.do?externalId=3426981
http://www.novell.com/support/php/search.do?cmd=displayKC&docType=kc&externalId=7001183&sliceId=1&docTypeID=DT_TID_1_1&dialogID=78066829&stateId=0%200%2078062953
http://www.securityfocus.com/archive/1/497169/100/0/threaded
http://www.novell.com/support/viewContent.do?externalId=3477912
https://web.archive.org/web/2008/http://secunia.com/advisories/32111
https://web.archive.org/web/2008/http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5037181.html
mailto:%20comment@cve.report
http://cve.report/vendor/novell
http://cve.report/software/novell/edirectory
http://cve.report/vendor/novell
http://cve.report/software/novell/edirectory


← Previous ID Next ID→

Application Novell Edirectory All All All All

No vendor comments have been submitted for this CVE
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