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Certain versions of Edirectory from Novell contain the following
vulnerability:

Heap-based buffer overflow in dhost.exe in Novell eDirectory 8.x before
8.8.3, and 8.7.3 before 8.7.3.10 ftf1, allows remote attackers to

execute arbitrary code via a crafted Netware Core Protocol opcode
0x24 message that triggers a calculation error that under-allocates a
heap buffer.

CVE-2008-4480 has been assigned by [ cve@mitre.org to track the vulnerability
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Novell Edirectory All All All All

Annliratinn Nnvell Fdiractarv All All All All


https://web.archive.org/web/2008/http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5037180.html
http://www.zerodayinitiative.com/advisories/ZDI-08-066/
http://www.novell.com/support/viewContent.do?externalId=3426981
http://www.novell.com/support/php/search.do?cmd=displayKC&docType=kc&externalId=7001183&sliceId=1&docTypeID=DT_TID_1_1&dialogID=78066829&stateId=0%200%2078062953
http://www.securityfocus.com/archive/1/497169/100/0/threaded
http://www.novell.com/support/viewContent.do?externalId=3477912
https://web.archive.org/web/2008/http://secunia.com/advisories/32111
https://web.archive.org/web/2008/http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5037181.html
mailto:%20comment@cve.report
http://cve.report/vendor/novell
http://cve.report/software/novell/edirectory
http://cve.report/vendor/novell
http://cve.report/software/novell/edirectory
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cpe:2.3:a:novell:edirectory:*:***:**:*:*:

No vendor comments have been submitted for this CVE
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