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CVE CVE-2008-4491
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2008-10-08 18:00:00 UTC
Updated 2018-10-11 20:52:00 UTC
Description Apple Mail.app 3.5 on Mac OS X, when "Store draft messages on the server" is enabled, stores draft copies of S/MIME em:

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Update Edition Language
All All All
All All All
All All All
All All All
Link Tags

securityreason.com
www.securityfocus.com
www.securityfocus.com
enablesecurity.com
exchange.xforce.ibmcloud.com
www.securitytracker.com
resources.enablesecurity.com

WWW.CVe.org canonical

Type Vendor Product Version

Operating System Apple Mac Os X All

Operating System Apple Mac Os X All

Application Apple Mail 3.5

Application Apple Mail 3.5
References

Reference Source

CXSecurity - IDS SREASON

Apple Mail S/MIME Draft Message Encryption Weakness BID

SecurityFocus BUGTRAQ

Apple Mail.app security advisory « EnableSecurity MISC

IBM X-Force Exchange XF

Apple Mail Stores Draft S/IMIME E-mails in Clear Text - SecurityTracker SECTRACK

resources.enablesecurity.com/advisories/apple-mailapp-smime.txt MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

1

nvd.nist.gov canonical, analysis
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https://cve.report/
https://cve.report/CVE-2008-4491/mitre
https://cve.report/CVE-2008-4491/nist
https://cve.report/CVE-2008-4491/cve_org
https://cve.report/api/cve/CVE-2008-4491.json
https://cve.report/CVE-2008-4491.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mail
http://cve.report/vendor/apple
http://cve.report/software/apple/mail
http://securityreason.com/securityalert/4363
http://www.securityfocus.com/bid/31598
http://www.securityfocus.com/archive/1/497057/100/0/threaded
http://enablesecurity.com/2008/10/03/apple-mailapp-security-advisory/
https://exchange.xforce.ibmcloud.com/vulnerabilities/45688
http://www.securitytracker.com/id?1021019
http://resources.enablesecurity.com/advisories/apple-mailapp-smime.txt
https://www.cve.org/CVERecord?id=CVE-2008-4491
https://nvd.nist.gov/vuln/detail/CVE-2008-4491

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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