
CVE-2008-4503
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2008-4503

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-09 18:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The Settings Manager in Adobe Flash Player 9.0.124.0 and earlier allows remote attackers to cause victims to unknowingly click on a link or dialog via access control dialogs disguised as normal graphical elements, as demonstrated by hijacking the camera or microphone, and related to "clickjacking."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player 7.0 All All All

Application Adobe Flash Player 7.0.1 All All All

Application Adobe Flash Player 7.0.25 All All All

Application Adobe Flash Player 7.0.63 All All All

Application Adobe Flash Player 7.0.63 All linux All

Application Adobe Flash Player 7.0.69.0 All All All

Application Adobe Flash Player 7.0.70.0 All All All

Application Adobe Flash Player 7.0_r67 All All All

Application Adobe Flash Player 7.0_r67 All solaris All

Application Adobe Flash Player 7.1 All All All

Application Adobe Flash Player 7.1.1 All All All

Application Adobe Flash Player 7.2 All All All

Application Adobe Flash Player 8 All pro All

Application Adobe Flash Player 8 All professional All

Application Adobe Flash Player 8.0 All All All

Application Adobe Flash Player 8.0.24.0 All All All

Application Adobe Flash Player 8.0.34.0 All All All
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Application Adobe Flash Player 8.0.34.0 All All All

Application Adobe Flash Player 8.0.35.0 All All All

Application Adobe Flash Player 8.0.39.0 All All All

Application Adobe Flash Player 9.0 All All All

Application Adobe Flash Player 9.0.114.0 All All All

Application Adobe Flash Player 9.0.115.0 All All All

Application Adobe Flash Player 7.0 All All All

Application Adobe Flash Player 7.0.1 All All All

Application Adobe Flash Player 7.0.25 All All All

Application Adobe Flash Player 7.0.63 All All All

Application Adobe Flash Player 7.0.63 All linux All

Application Adobe Flash Player 7.0.69.0 All All All

Application Adobe Flash Player 7.0.70.0 All All All

Application Adobe Flash Player 7.0_r67 All All All

Application Adobe Flash Player 7.0_r67 All solaris All

Application Adobe Flash Player 7.1 All All All

Application Adobe Flash Player 7.1.1 All All All

Application Adobe Flash Player 7.2 All All All

Application Adobe Flash Player 8 All pro All

Application Adobe Flash Player 8 All professional All

Application Adobe Flash Player 8.0 All All All

Application Adobe Flash Player 8.0.24.0 All All All

Application Adobe Flash Player 8.0.34.0 All All All

Application Adobe Flash Player 8.0.35.0 All All All

Application Adobe Flash Player 8.0.39.0 All All All

Application Adobe Flash Player 9.0 All All All

Application Adobe Flash Player 9.0.114.0 All All All

Application Adobe Flash Player 9.0.115.0 All All All

Application Adobe Flash Player All All All All
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Gentoo update for netscape-flash - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

ASA-2009-020 (SUN 248586) CONFIRM

Red Hat update for flash-plugin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityTracker.com Archives - Adobe Flash Bug Lets Remote Users Hijack User Clicks SECTRACK

ha.ckers.org/blog/20081007/clickjacking-details MISC

About Secunia Research | Flexera SECUNIA

IBM X-Force Exchange XF

ASA-2008-440 (RHSA-2008-0980) CONFIRM

Adobe Flash Player "Clickjacking" Security Bypass Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Support REDHAT

Gentoo Linux Documentation -- Adobe Flash Player: Multiple vulnerabilities GENTOO

Red Hat update for flash-plugin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

GUYA.NET » Blog Archive » Malicious camera spying using ClickJacking MISC

Adobe - Security Advisories : APSB08-18: Flash Player update available to address security vulnerabilities CONFIRM

248586 SUNALERT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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