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Summary

CVE CVE-2008-4539

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-29 15:24:00 UTC

Updated 2023-11-07 02:02:00 UTC

Description Heap-based buffer overflow in the Cirrus VGA implementation in (1) KVM before kvm-82 and (2) QEMU on Debian GNU/Linux and Ubuntu might allow local users to gain privileges by using the VNC console for a connection, aka the LGD-54XX "bitblt" heap overflow. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux - All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

Operating System Debian Debian Linux - All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 5.0 All All All

Operating System Debian Linux All All All All

Operating System Debian Linux All All All All

Application Kvm Qumranet Kvm 1 All All All

Application Kvm Qumranet Kvm 10 All All All

Application Kvm Qumranet Kvm 11 All All All

Application Kvm Qumranet Kvm 12 All All All

Application Kvm Qumranet Kvm 13 All All All

Application Kvm Qumranet Kvm 14 All All All

Application Kvm Qumranet Kvm 15 All All All

Application Kvm Qumranet Kvm 16 All All All

Application Kvm Qumranet Kvm 17 All All All
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