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Summary

CVE CVE-2008-4564

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-18 15:30:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description Stack-based buffer overflow in wp6sr.dll in the Autonomy KeyView SDK 10.4 and earlier, as used in IBM Lotus Notes, Symantec Mail Security (SMS) products, Symantec BrightMail Appliance products, and Symantec Data Loss Prevention (DLP) products, allows remote attackers to execute arbitrary code via a crafted Word Perfect Document (WPD) file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Autonomy Keyview Export Sdk 10 All All All

Application Autonomy Keyview Export Sdk 10.3 All All All

Application Autonomy Keyview Export Sdk 2.0 All All All

Application Autonomy Keyview Export Sdk 9.2.0 All All All

Application Autonomy Keyview Export Sdk 10 All All All

Application Autonomy Keyview Export Sdk 10.3 All All All

Application Autonomy Keyview Export Sdk 2.0 All All All

Application Autonomy Keyview Export Sdk 9.2.0 All All All

Application Autonomy Keyview Export Sdk All All All All

Application Autonomy Keyview Filter Sdk 10 All All All

Application Autonomy Keyview Filter Sdk 10.3 All All All

Application Autonomy Keyview Filter Sdk 2.0 All All All

Application Autonomy Keyview Filter Sdk 9.2.0 All All All

Application Autonomy Keyview Filter Sdk 10 All All All

Application Autonomy Keyview Filter Sdk 10.3 All All All

Application Autonomy Keyview Filter Sdk 2.0 All All All

Application Autonomy Keyview Filter Sdk 9.2.0 All All All

https://cve.report/
https://cve.report/CVE-2008-4564/mitre
https://cve.report/CVE-2008-4564/nist
https://cve.report/CVE-2008-4564/cve_org
https://cve.report/CVE-2008-4564.pdf
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_export_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk
http://cve.report/vendor/autonomy
http://cve.report/software/autonomy/keyview_filter_sdk


Application Autonomy Keyview Filter Sdk 9.2.0 All All All

Application Autonomy Keyview Filter Sdk All All All All

Application Autonomy Keyview Viewer Sdk 10 All All All

Application Autonomy Keyview Viewer Sdk 10.3 All All All

Application Autonomy Keyview Viewer Sdk 2.0 All All All

Application Autonomy Keyview Viewer Sdk 9.2.0 All All All

Application Autonomy Keyview Viewer Sdk 10 All All All

Application Autonomy Keyview Viewer Sdk 10.3 All All All

Application Autonomy Keyview Viewer Sdk 2.0 All All All

Application Autonomy Keyview Viewer Sdk 9.2.0 All All All

Application Autonomy Keyview Viewer Sdk All All All All

Application Ibm Lotus Notes 5.0.12 All All All

Application Ibm Lotus Notes 5.0.3 All All All

Application Ibm Lotus Notes 6.0 All All All

Application Ibm Lotus Notes 6.0.1 All All All

Application Ibm Lotus Notes 6.0.2 All All All

Application Ibm Lotus Notes 6.0.3 All All All

Application Ibm Lotus Notes 6.0.4 All All All

Application Ibm Lotus Notes 6.0.5 All All All

Application Ibm Lotus Notes 6.5 All All All

Application Ibm Lotus Notes 6.5.1 All All All

Application Ibm Lotus Notes 6.5.2 All All All

Application Ibm Lotus Notes 6.5.3 All All All

Application Ibm Lotus Notes 6.5.4 All All All

Application Ibm Lotus Notes 6.5.5 All All All

Application Ibm Lotus Notes 6.5.5 All fp2 All

Application Ibm Lotus Notes 6.5.5 All fp3 All

Application Ibm Lotus Notes 6.5.6 All All All

Application Ibm Lotus Notes 6.5.6 All fp2 All

Application Ibm Lotus Notes 7.0 All All All

Application Ibm Lotus Notes 7.0.1 All All All

Application Ibm Lotus Notes 7.0.2 All All All

Application Ibm Lotus Notes 7.0.2 All fp1 All

Application Ibm Lotus Notes 7.0.3 All All All

Application Ibm Lotus Notes 8.0 All All All

Application Ibm Lotus Notes 5.0.12 All All All
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Application Ibm Lotus Notes 5.0.3 All All All

Application Ibm Lotus Notes 6.0 All All All

Application Ibm Lotus Notes 6.0.1 All All All

Application Ibm Lotus Notes 6.0.2 All All All

Application Ibm Lotus Notes 6.0.3 All All All

Application Ibm Lotus Notes 6.0.4 All All All

Application Ibm Lotus Notes 6.0.5 All All All

Application Ibm Lotus Notes 6.5 All All All

Application Ibm Lotus Notes 6.5.1 All All All

Application Ibm Lotus Notes 6.5.2 All All All

Application Ibm Lotus Notes 6.5.3 All All All

Application Ibm Lotus Notes 6.5.4 All All All

Application Ibm Lotus Notes 6.5.5 All All All

Application Ibm Lotus Notes 6.5.5 All fp2 All

Application Ibm Lotus Notes 6.5.5 All fp3 All

Application Ibm Lotus Notes 6.5.6 All All All

Application Ibm Lotus Notes 6.5.6 All fp2 All

Application Ibm Lotus Notes 7.0 All All All

Application Ibm Lotus Notes 7.0.1 All All All

Application Ibm Lotus Notes 7.0.2 All All All

Application Ibm Lotus Notes 7.0.2 All fp1 All

Application Ibm Lotus Notes 7.0.3 All All All

Application Ibm Lotus Notes 8.0 All All All

Application Symantec Altiris Deployment Solution All All All All

Application Symantec Altiris Deployment Solution All All All All

Application Symantec Brightmail 5.0 All appliance All

Application Symantec Brightmail 5.0 All appliance All

Application Symantec Data Loss Prevention Detection Servers 7.0 All All All

Application Symantec Data Loss Prevention Detection Servers 8.0 All All All

Application Symantec Data Loss Prevention Detection Servers 8.1 All linux All

Application Symantec Data Loss Prevention Detection Servers 8.1 All windows All

Application Symantec Data Loss Prevention Detection Servers 7.0 All All All

Application Symantec Data Loss Prevention Detection Servers 8.0 All All All

Application Symantec Data Loss Prevention Detection Servers 8.1 All linux All

Application Symantec Data Loss Prevention Detection Servers 8.1 All windows All

Application Symantec Data Loss Prevention Endpoint Agents 8.0 All All All
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Application Symantec Data Loss Prevention Endpoint Agents 8.0 All All All

Application Symantec Data Loss Prevention Endpoint Agents 8.1 All All All

Application Symantec Data Loss Prevention Endpoint Agents 8.0 All All All

Application Symantec Data Loss Prevention Endpoint Agents 8.1 All All All

Application Symantec Enforce 7.0 All All All

Application Symantec Enforce 8.0 All All All

Application Symantec Enforce 8.1 All linux All

Application Symantec Enforce 8.1 All windows All

Application Symantec Enforce 7.0 All All All

Application Symantec Enforce 8.0 All All All

Application Symantec Enforce 8.1 All linux All

Application Symantec Enforce 8.1 All windows All

Application Symantec Mail Security 5.0 All appliance All

Application Symantec Mail Security 5.0.0 All All All

Application Symantec Mail Security 5.0.0 All smtp All

Application Symantec Mail Security 5.0.0.24 All appliance All

Application Symantec Mail Security 5.0.1 All smtp All

Application Symantec Mail Security 5.0.1.181 All smtp All

Application Symantec Mail Security 5.0.1.182 All smtp All

Application Symantec Mail Security 5.0.1.189 All smtp All

Application Symantec Mail Security 5.0.1.200 All smtp All

Application Symantec Mail Security 5.0.10 All microsoft_exchange All

Application Symantec Mail Security 5.0.11 All microsoft_exchange All

Application Symantec Mail Security 6.0.6 microsoft_exchange All All

Application Symantec Mail Security 6.0.7 microsoft_exchange All All

Application Symantec Mail Security 7.5..4.29 All domino All

Application Symantec Mail Security 7.5.3.25 All domino All

Application Symantec Mail Security 7.5.5.32 All domino All

Application Symantec Mail Security 5.0 All appliance All

Application Symantec Mail Security 5.0.0 All All All

Application Symantec Mail Security 5.0.0 All smtp All

Application Symantec Mail Security 5.0.0.24 All appliance All

Application Symantec Mail Security 5.0.1 All smtp All

Application Symantec Mail Security 5.0.1.181 All smtp All

Application Symantec Mail Security 5.0.1.182 All smtp All

Application Symantec Mail Security 5.0.1.189 All smtp All
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Application Symantec Mail Security 5.0.1.200 All smtp All

Application Symantec Mail Security 5.0.10 All microsoft_exchange All

Application Symantec Mail Security 5.0.11 All microsoft_exchange All

Application Symantec Mail Security 6.0.6 microsoft_exchange All All

Application Symantec Mail Security 6.0.7 microsoft_exchange All All

Application Symantec Mail Security 7.5..4.29 All domino All

Application Symantec Mail Security 7.5.3.25 All domino All

Application Symantec Mail Security 7.5.5.32 All domino All
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IBM - Potential security issue with Lotus Notes file viewer for WordPerfect
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20090317 Autonomy KeyView Word Perfect File Parsing Buffer Overflow Vulnerability

Lotus Notes 6 File Viewer "wp6sr.dll" Buffer Overflow - Secunia Advisories - Vulnerability Information - Secunia.com

504 Gateway Time-out

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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