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Buffer overflow in the DoCommand function in jhead before 2.84 might allow context-dependent attackers to cause a denia
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Sentex Jhead 1.2 All All All
Sentex Jhead 1.3 All All All
Sentex Jhead 1.4 All All All
Sentex Jhead 1.5 All All All
Sentex Jhead 1.6 All All All
Sentex Jhead 1.7 All All All
Sentex Jhead 1.8 All All All
Sentex Jhead 1.9 All All All
Sentex Jhead 2.0 All All All
Sentex Jhead 21 All All All
Sentex Jhead 2.2 All All All
Sentex Jhead 2.3 All All All
Sentex Jhead 2.4 All All All
Sentex Jhead 2.4-1 All All All
Sentex Jhead 2.4-2 All All All
Sentex Jhead 25 All All All
Sentex Jhead 2.6 All All All
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Application Sentex Jhead 2.7 All All All
Application Sentex Jhead 2.8 All All All
Application Sentex Jhead 1.2 All All All
Application Sentex Jhead 1.3 All All All
Application Sentex Jhead 1.4 All All All
Application Sentex Jhead 1.5 All All All
Application Sentex Jhead 1.6 All All All
Application Sentex Jhead 1.7 All All All
Application Sentex Jhead 1.8 All All All
Application Sentex Jhead 1.9 All All All
Application Sentex Jhead 2.0 All All All
Application Sentex Jhead 21 All All All
Application Sentex Jhead 2.2 All All All
Application Sentex Jhead 2.3 All All All
Application Sentex Jhead 2.4 All All All
Application Sentex Jhead 2.4-1 All All All
Application Sentex Jhead 2.4-2 All All All
Application Sentex Jhead 2.5 All All All
Application Sentex Jhead 2.6 All All All
Application Sentex Jhead 2.7 All All All
Application Sentex Jhead 2.8 All All All
Application Sentex Jhead All All All All
Reference Source Link Tags
Bug #271020 “jhead: multiple security vulnerabilities” : Bugs : “jhead” package : Ubuntu CONFIRM  bugs.launchpad.net Exploit
[SECURITY] Fedora 9 Update: jhead-2.84-1.fc9 FEDORA  www.redhat.com

Fedora update for jhead - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA  secunia.com

oss-security - Re: CVE request: jhead MLIST www.openwall.com

jhead Versions Prior to 2.84 Multiple Vulnerabilities BID www.securityfocus.com  Patch
[SECURITY] Fedora 8 Update: jhead-2.84-1.fc8 FEDORA  www.redhat.com
www.sentex.net/~mwandel/jhead/changes.txt CONFIRM  www.sentex.net

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, al
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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