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Summary

CVE CVE-2008-4579

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-15 20:08:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description The (1) fence_apc and (2) fence_apc_snmp programs, as used in (a) fence 2.02.00-r1 and possibly (b) cman, when running in verbose mode, allows local users to append to arbitrary files via a symlink attack on the apclog temporary file.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gentoo Cman 2.02.00 r1 All All

Application Gentoo Cman 2.02.00 r1 All All

Application Gentoo Fence 2.02.00 r1 All All

Application Gentoo Fence 2.02.00 r1 All All

References

Reference Source Link

Red Hat update for fence - Secunia.com SECUNIA secunia.com

Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

fence 'fence_apc' and 'fence_apc_snmp' Insecure Temporary File Creation Vulnerabilities BID www.securityfocus.com

Webmail - OVH VUPEN www.vupen.com

[SECURITY] Fedora 9 Update: cman-2.03.08-1.fc9 FEDORA www.redhat.com

Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Gentoo Bug 240576 - sys-cluster/fence-2.02.00-r1 symlink vulnerability (CVE-2008-{4579,4580}) MISC bugs.gentoo.org

access.redhat.com | CVE-2008-4579 MISC access.redhat.com

USN-875-1: Red Hat Cluster Suite vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

https://cve.report/
https://cve.report/CVE-2008-4579/mitre
https://cve.report/CVE-2008-4579/nist
https://cve.report/CVE-2008-4579/cve_org
https://cve.report/api/cve/CVE-2008-4579.json
https://cve.report/CVE-2008-4579.pdf
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/cman
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/cman
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/fence
http://cve.report/vendor/gentoo
http://cve.report/software/gentoo/fence
http://secunia.com/advisories/43362
http://www.redhat.com/support/errata/RHSA-2011-0266.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10799
http://www.securityfocus.com/bid/31904
http://www.vupen.com/english/advisories/2011/0419
https://www.redhat.com/archives/fedora-package-announce/2008-October/msg00666.html
http://secunia.com/advisories/36530
http://bugs.gentoo.org/show_bug.cgi?id=240576
https://access.redhat.com/security/cve/CVE-2008-4579
http://www.ubuntu.com/usn/USN-875-1


Red Hat Customer Portal MISC access.redhat.com

oss-security - Re: CVE Request MLIST www.openwall.com

Fedora update for gfs2-utils and rgmanager - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Bug 467386 – CVE-2008-4579 cman/fence: insecure temporary file usage in the apc fence agents CONFIRM bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Support REDHAT www.redhat.com

Fedora update for cman - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-02 Tomas Hoger The Red Hat Security Response Team has rated this issue as having low security impact. This issue is addressed in the cman package for Red Hat Enterprise Linux 5: https://rhn.redhat.com/errata/RHSA-2009-1337.html This issue also affects the fence package in Red Hat Cluster Suite for Enterprise Linux 4AS, a future update may address this flaw: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=CVE-2008-4579

There are currently no legacy QID mappings associated with this CVE.
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