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MPlayer allows remote attackers to cause a denial of service (application crash) via (1) a malformed AAC file, as demonstr:
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mplayer Mplayer 0.90 All All All
Mplayer Mplayer 0.90_pre All All All
Mplayer Mplayer 0.90_rc All All All
Mplayer Mplayer 0.90_rc4 All All All
Mplayer Mplayer 0.91 All All All
Mplayer Mplayer 0.92 All All All
Mplayer Mplayer 0.92.1 All All All
Mplayer Mplayer 0.92_cvs All All All
Mplayer Mplayer 1.0_pret All All All
Mplayer Mplayer 1.0_pre2 All All All
Mplayer Mplayer 1.0_pre3 All All All
Mplayer Mplayer 1.0_pre3try2 All All All
Mplayer Mplayer 1.0_pre4 All All All
Mplayer Mplayer 1.0_pre5 All All All
Mplayer Mplayer 1.0_preb5try1 All All All
Mplayer Mplayer 1.0_prebtry2 All All All

Mplayer Mplayer 1.0 pre6 All All All
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Application Mplayer Mplayer 1.0_pre7 All All All
Application Mplayer Mplayer 1.0_pre7try2 All All All
Application Mplayer Mplayer 0.90 All All All
Application Mplayer Mplayer 0.90_pre All All All
Application Mplayer Mplayer 0.90_rc All All All
Application Mplayer Mplayer 0.90_rc4 All All All
Application Mplayer Mplayer 0.91 All All All
Application Mplayer Mplayer 0.92 All All All
Application Mplayer Mplayer 0.92.1 All All All
Application Mplayer Mplayer 0.92_cvs All All All
Application Mplayer Mplayer 1.0_pret All All All
Application Mplayer Mplayer 1.0_pre2 All All All
Application Mplayer Mplayer 1.0_pre3 All All All
Application Mplayer Mplayer 1.0_pre3try2 All All All
Application Mplayer Mplayer 1.0_pre4 All All All
Application Mplayer Mplayer 1.0_preb All All All
Application Mplayer Mplayer 1.0_prebtry1 All All All
Application Mplayer Mplayer 1.0_prebtry2 All All All
Application Mplayer Mplayer 1.0_pre6 All All All
Application Mplayer Mplayer 1.0_pre7 All All All
Application Mplayer Mplayer 1.0_pre7try2 All All All
Application Mplayer Mplayer All All All All
Reference Source Link Tags
USN-734-1: FFmpeg vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
oss-security - CVE request: crashers / potential security risks in mplayer MLIST www.openwall.com

Ubuntu update for ffmpeg - Advisories - Community SECUNIA  secunia.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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