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The dissect_btacl function in packet-bthci_acl.c in the Bluetooth ACL dissector in Wireshark 0.99.2 through 1.0.3 allows ren

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 0.99.2 All All All
Wireshark Wireshark 0.99.3 All All All
Wireshark Wireshark 0.99.4 All All All
Wireshark Wireshark 0.99.5 All All All
Wireshark Wireshark 0.99.6 All All All
Wireshark Wireshark 0.99.6a All All All
Wireshark Wireshark 0.99.7 All All All
Wireshark Wireshark 0.99.8 All All All
Wireshark Wireshark 1.0 All All All
Wireshark Wireshark 1.0.0 All All All
Wireshark Wireshark 1.0.1 All All All
Wireshark Wireshark 1.0.2 All All All
Wireshark Wireshark 1.0.3 All All All
Wireshark Wireshark 0.99.2 All All All
Wireshark Wireshark 0.99.3 All All All
Wireshark Wireshark 0.99.4 All All All
Wireshark Wireshark 0.99.5 All All All
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Application Wireshark Wireshark 0.99.6 All All All

Application Wireshark Wireshark 0.99.6a All All All

Application Wireshark Wireshark 0.99.7 All All All

Application Wireshark Wireshark 0.99.8 All All All

Application Wireshark Wireshark 1.0 All All All

Application Wireshark Wireshark 1.0.0 All All All

Application Wireshark Wireshark 1.0.1 All All All

Application Wireshark Wireshark 1.0.2 All All All

Application Wireshark Wireshark 1.0.3 All All All

Reference Source Link
Support / Security / Advisories / / MDVSA-2008:215 | Mandriva MANDRIVA  www.man
ASA-2009-082 (RHSA-2009-0313) CONFIRM  support.a
wiki.rpath.com/Advisories:rPSA-2008-0336 CONFIRM wiki.rpath.
Wireshark: wnpa-sec-2008-06 CONFIRM  www.wire:
Wireshark Multiple Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA secunia.ct
Wireshark Bluetooth ACL, Q.931, and USB Dissector Bugs Let Remote Users Deny Service - Security Tracker SECTRACK securitytre
1513 — Wrong length for tvb_memcpy in packet-bthci_acl.c CONFIRM bugs.wire:
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Debian -- Security Information -- DSA-1673-1 wireshark DEBIAN www.debi
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Debian update for wireshark - Secunia.com SECUNIA secunia.ct
Wireshark 1.0.3 Multiple Denial Of Service Vulnerabilities BID Www.secL
Webmail - OVH VUPEN WWW.VUPE
SecurityFocus BUGTRAQ  www.secL
Security Alerts - Secunia SECUNIA secunia.ct
CVE Program record CVE.ORG WWW.CVe.
NVD vulnerability detail NVD nvd.nist.gr
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-03-05 Tomas Hoger This issue has been addressed in Wireshark packages as shipped in Red Hat Enterprise Linux
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There are currently no legacy QID mappings associated with this CVE.
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