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manage_proj_page.php in Mantis before 1.1.4 allows remote authenticated users to execute arbitrary code via a sort paran
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mantis Mantis 0.19.3 All All All
Mantis Mantis 0.19.4 All All All
Mantis Mantis 1.0.1 All All All
Mantis Mantis 1.0.2 All All All
Mantis Mantis 1.0.3 All All All
Mantis Mantis 1.0.4 All All All
Mantis Mantis 1.0.5 All All All
Mantis Mantis 1.0.6 All All All
Mantis Mantis 1.0.7 All All All
Mantis Mantis 1.0.8 All All All
Mantis Mantis 111 All All All
Mantis Mantis 1.1.2 All All All
Mantis Mantis 0.19.3 All All All
Mantis Mantis 0.19.4 All All All
Mantis Mantis 1.0.1 All All All
Mantis Mantis 1.0.2 All All All
Mantis Mantis 1.0.3 All All All
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References
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IBM X-Force Exchange

404 Not Found

Change Log - MantisBT

CVE Program record

NVD vulnerability detail

L]

Mantis: Multiple vulnerabilities — Gentoo Linux Documentation

Mantis Bug Tracker <= 1.1.3 Remote Code Execution Exploit

oss-security - CVE request: mantisbt < 1.1.4: RCE

Mantis 'manage_proj_page.php' PHP Code Injection Vulnerability

0009704: Remote Code Execution in manage_proj_page.php - MantisBT

Gentoo update for mantisbt - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Mantis Bug Tracker <= 1.1.3 Remote Code Execution Exploit - SecurityReason.com

Mantis Bug Tracker 1.1.3 - 'manage_proj_page' PHP Code Execution (Metasploit) - PHP remote Exploit

Mantis "sort" PHP Code Execution Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

242722 — (CVE-2008-4687) www-apps/mantisbt < 1.1.4-r1 Remote Code Execution, Information Disclosure (CVE-2008-{4687,4688})
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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