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Summary

CVE CVE-2008-4688

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-22 18:00:00 UTC

Updated 2009-02-10 06:56:00 UTC

Description core/string_api.php in Mantis before 1.1.3 does not check the privileges of the viewer before composing a link with issue data in the source anchor, which allows remote attackers to discover an issue's title and status via a request with a modified issue number.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mantis Mantis 0.19.3 All All All

Application Mantis Mantis 0.19.4 All All All

Application Mantis Mantis 1.0.1 All All All

Application Mantis Mantis 1.0.2 All All All

Application Mantis Mantis 1.0.3 All All All

Application Mantis Mantis 1.0.4 All All All

Application Mantis Mantis 1.0.5 All All All

Application Mantis Mantis 1.0.6 All All All

Application Mantis Mantis 1.0.7 All All All

Application Mantis Mantis 1.0.8 All All All

Application Mantis Mantis 1.1.1 All All All

Application Mantis Mantis 1.1.2 All All All

Application Mantis Mantis 0.19.3 All All All

Application Mantis Mantis 0.19.4 All All All

Application Mantis Mantis 1.0.1 All All All

Application Mantis Mantis 1.0.2 All All All

Application Mantis Mantis 1.0.3 All All All
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Application Mantis Mantis 1.0.3 All All All

Application Mantis Mantis 1.0.4 All All All

Application Mantis Mantis 1.0.5 All All All

Application Mantis Mantis 1.0.6 All All All

Application Mantis Mantis 1.0.7 All All All

Application Mantis Mantis 1.0.8 All All All

Application Mantis Mantis 1.1.1 All All All

Application Mantis Mantis 1.1.2 All All All

Application Mantis Mantis All All All All

References

Reference Source

Gentoo update for mantisbt - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Mantis 'string_api.php' Issue Number Information Disclosure Vulnerability BID

404 Not Found CONFIRM

Change Log - MantisBT CONFIRM

Mantis: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

oss-security - Re: CVE request: mantisbt < 1.1.4: RCE MLIST

0009321: Users can get title and status of issues that they don't have access to. - MantisBT CONFIRM

Mantis Referenced Reports Information Disclosure Security Issue - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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