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Summary

CVE CVE-2008-4722

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-23 22:00:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description Unspecified vulnerability in Sun Integrated Lights-Out Manager (ILOM) 2.0.1.5 through 2.0.4.26 allows remote authenticated users to (1) access the service processor (SP) and cause a denial of service (shutdown or reboot), or (2) access the host operating system and have an unspecified impact, via unknown vectors.

Risk And Classification

Problem Types: CWE-287 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sun Blade 6000 Modular System With Chassis All All All All

Hardware Sun Blade 6048 Modular System With Chassis All All All All

Hardware Sun Blade 8000p Modular System All All All All

Hardware Sun Blade 8000 Modular System All All All All

Hardware Sun Blade T6320 Server Module All All All All

Hardware Sun Blade X6220 With Server Module Software All All All All

Hardware Sun Blade X6250 With Server Module Software All All All All

Hardware Sun Blade X6450 With Server Module Software All All All All

Hardware Sun Blade X8400 All All All All

Hardware Sun Blade X8420 All All All All

Hardware Sun Blade X8440 All All All All

Hardware Sun Blade X8450 All All All All

Hardware Sun Fire X2250 Server All All All All

Hardware Sun Fire X4100m2 Server All All All All

Hardware Sun Fire X4100 Server All All All All

Hardware Sun Fire X4140 Server All All All All

Hardware Sun Fire X4150 Server All All All All
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Hardware Sun Fire X4150 Server All All All All

Hardware Sun Fire X4200m2 Server All All All All

Hardware Sun Fire X4200 Server All All All All

Hardware Sun Fire X4240 Server All All All All

Hardware Sun Fire X4250 Server All All All All

Hardware Sun Fire X4440 Server All All All All

Hardware Sun Fire X4450 Server All All All All

Hardware Sun Fire X4500 Server All All All All

Hardware Sun Fire X4540 Server All All All All

Hardware Sun Fire X4600m2 Server All All All All

Hardware Sun Fire X4600 Server All All All All

Application Sun Integrated Lights-out Manager All All All All

Application Sun Integrated Lights-out Manager All All All All

Hardware Sun Netra All 7.1.6 All All

Hardware Sun Netra All 7.1.6 All All

Hardware Sun Netra All 7.1.4a All All

Hardware Sun Netra X4200m2 Server All All All All

Hardware Sun Netra X4250 Server All All All All

Hardware Sun Netra X4450 All All All All

Hardware Sun Sparc Enterprise Server T5120 All All All All

Hardware Sun Sparc Enterprise Server T5140 All All All All

Hardware Sun Sparc Enterprise Server T5220 All All All All

Hardware Sun Sparc Enterprise Server T5240 All All All All

Hardware Sun Sparc Enterprise Server T5440 All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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