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CVE-2008-4790

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACAIAUSICPILPIAP Certain versions of Drupal from Drupal contain the following
’ vulnerability:

The core upload module in Drupal 5.x before 5.11 allows remote
authenticated users to bypass intended access restrictions and read
"files attached to content" via unknown vectors.

CVE-2008-4790 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~6-MEDIUM

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Drupal Attach File Security Bypass Vulnerability - Secunia Advisories - Y SECUNIA 32198
Vulnerability Intelligence - Secunia.com text/html
SA-2008-060 - Drupal core - Multiple vulnerabilities | drupal.org [ Patch | ® CONFIRM
drupal.org/node/318706
IBM X-Force Exchange € XF drupal-uploadmodule-
security-bypass(45758)
Drupal Upload and Node Module API Security Bypass - Secunia Advisories - Y SECUNIA 32200
Vulnerability Intelligence - Secunia.com
oss-security - CVE req: drupal < 5.11/6.5 ¢ > MLIST [oss-security]
[ text/html | 20081021 CVE req: drupal <
5.11/6.5


https://cve.report/
https://cve.report/CVE-2008-4790/mitre
https://cve.report/CVE-2008-4790/nist
https://cve.report/CVE-2008-4790/cve_org
https://cve.report/CVE-2008-4790.pdf
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2008/http://secunia.com/advisories/32198
http://drupal.org/node/318706
https://exchange.xforce.ibmcloud.com/vulnerabilities/45758
https://web.archive.org/web/2008/http://secunia.com/advisories/32200
http://www.openwall.com/lists/oss-security/2008/10/21/7

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Drupal Drupal 5.0 All All All
Application Drupal Drupal 5.0 betal All All
Application Drupal Drupal 5.0 beta2 All All
Application Drupal Drupal 5.0 rcl All All
Application Drupal Drupal 5.0 rc2 All All
Application Drupal Drupal 5.1 All All All
Application Drupal Drupal 5.2 All All All
Application Drupal Drupal 5.3 All All All
Application Drupal Drupal 5.4 All All All
Application Drupal Drupal 5.5 All All All
Application Drupal Drupal 5.6 All All All
Application Drupal Drupal 5.7 All All All
Application Drupal Drupal 5.8 All All All
Application Drupal Drupal 5.9 All All All
Application Drupal Drupal 5.0 All All All
Application Drupal Drupal 5.0 betal All All
Application Drupal Drupal 5.0 beta2 All All
Application Drupal Drupal 5.0 rci All All
Application Drupal Drupal 5.0 rc2 All All
Application Drupal Drupal 5.1 All All All
Application Drupal Drupal 5.2 All All All
Application Drupal Drupal 5.3 All All All
Application Drupal Drupal 5.4 All All All
Application Drupal Drupal 5.5 All All All
Application Drupal Drupal 5.6 All All All
Application Drupal Drupal 5.7 All All All

Application Drupal Drupal 5.8 All All All
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Application Drupal Drupal 5.9 All All All

Application Drupal Drupal All All All All

cpe:2.3:a:drupal:drupal:5.0:*: " "

akakkakakuk.

cpe:2.3:a:drupal:drupal:5.0:rc2:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:a:drupal:drupal:5.1:*: """

cpe:2.3:a:drupal:drupal:5.2:*:*:*: " *:*:

dkukakkakakok.

cpe:2.3:a:drupal:drupal:5.3:*:*:* " *:*:

cpe:2.3:a:drupal:drupal:5.4:*:***:*:*:*:

cpe:2.3:a:drupal:drupal:5.5:*:***:*:*:*:

dkkakkakakuk.

cpe:2.3:a:drupal:drupal:5.6:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:5.7:

dkkakk ok akak.

cpe:2.3:a:drupal:drupal:5.8:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:5.9:*:*:*:*:*:*:*:

dkakakakakukak.

cpe:2.3:a:drupal:drupal:5.0:*:****:**:

KRk akukuk.

cpe:2.3:a:drupal:drupal:5.0:beta2:*:*:*:*:*:*:

Kk ak ok akuk.

cpe:2.3:a:drupal:drupal:5.0:rc1 7

Kk kR akuk.

cpe:2.3:a:drupal:drupal:5.0:rc2:*:*:*:*:*:*:

dkakak kR akak.

cpe:2.3:a:drupal:drupal:5.1:

dkak kR ok akak.

cpe:2.3:a:drupal:drupal:5.2:*:*:**:*:*:*:
cpe:2.3:a:drupal:drupal:5.3:*:*:***:*:*:
cpe:2.3:a:drupal:drupal:5.4:*:*:* "
cpe:2.3:a:drupal:drupal:5.5:**:**:**:*:
cpe:2.3:a:drupal:drupal:5.6::*:*:*:":*:*:

cpe:2.3:a:drupal:drupal:5.7: > " "

cpe:2.3:a:drupal:drupal:5.8:*:*:* " :*:


http://cve.report/vendor/drupal
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cpe:2.3:a:drupal:drupal:5.9:*:*:* """

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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