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Cross-site scripting (XSS) vulnerability in Adobe Flash Player 9.0.124.0 and earlier allows remote attackers to inject arbitrat
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Adobe

Product

Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player
Flash Player

Flash Player

Version

7.0.69.0

8.0.39.0

9.0

9.0.112.0

9.0.114.0

9.0.115.0

9.0.16

9.0.16

9.0.18d60

9.0.20

9.0.20.0

9.0.28

9.0.28.0

9.0.28.0

9.0.31

9.0.31.0

9.0.45.0

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

windows

All

All

All

All

All

mac_os_x

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2008-4818/mitre
https://cve.report/CVE-2008-4818/nist
https://cve.report/CVE-2008-4818/cve_org
https://cve.report/api/cve/CVE-2008-4818.json
https://cve.report/CVE-2008-4818.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player

Application Adobe Flash Player 9.0.47.0 All All All
Application Adobe Flash Player 9.0.48.0 All All All
Application Adobe Flash Player 7.0.69.0 All All All
Application Adobe Flash Player 8.0.39.0 All All All
Application Adobe Flash Player 9.0 All All All
Application Adobe Flash Player 9.0.112.0 All All All
Application Adobe Flash Player 9.0.114.0 All All All
Application Adobe Flash Player 9.0.115.0 All All All
Application Adobe Flash Player 9.0.16 All All All
Application Adobe Flash Player 9.0.16 All windows All
Application Adobe Flash Player 9.0.18d60 All All All
Application Adobe Flash Player 9.0.20 All All All
Application Adobe Flash Player 9.0.20.0 All All All
Application Adobe Flash Player 9.0.28 All All All
Application Adobe Flash Player 9.0.28.0 All All All
Application Adobe Flash Player 9.0.28.0 All mac_0s_x All
Application Adobe Flash Player 9.0.31 All All All
Application Adobe Flash Player 9.0.31.0 All All All
Application Adobe Flash Player 9.0.45.0 All All All
Application Adobe Flash Player 9.0.47.0 All All All
Application Adobe Flash Player 9.0.48.0 All All All
Application Adobe Flash Player All All All All

References

Reference

Gentoo update for netscape-flash - Secunia Advisories - Vulnerability Information - Secunia.com

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Adobe Flash Player Multiple Security Vulnerabilities

ASA-2009-020 (SUN 248586)

Nortel: Technical Support: Nortel Response to Sun Alert 248586 - Multiple Security Vulnerabilities in the Flash Player Plugin for Solaris
Adobe Flash Player HTTP Response Header Processing Flaw Permits Cross-Site Scripting Attacks - Security Tracker

Adobe - Security Advisories: APSB08-20 - Flash Player update available to address security vulnerabilities

About Secunia Research | Flexera

IBM X-Force Exchange

ASA-2008-440 (RHSA-2008-0980)

Sou

SEC(

SE(

BID

COl

(o0]]

SE(

Col

SE(

XF

Col


http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://secunia.com/advisories/34226
http://secunia.com/advisories/33179
http://www.securityfocus.com/bid/32129
http://support.avaya.com/elmodocs2/security/ASA-2009-020.htm
http://support.nortel.com/go/main.jsp?cscat=BLTNDETAIL&DocumentOID=834256&poid=
http://www.securitytracker.com/id?1021146
http://www.adobe.com/support/security/bulletins/apsb08-20.html
http://secunia.com/advisories/33390
https://exchange.xforce.ibmcloud.com/vulnerabilities/46531
http://support.avaya.com/elmodocs2/security/ASA-2008-440.htm

support REL
Gentoo Linux Documentation -- Adobe Flash Player: Multiple vulnerabilities GE!
Red Hat update for flash-plugin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SEC(
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUF
248586 Sur
APPLE-SA-2008-12-15 Security Update 2008-008 / Mac OS X v10.5.6 APF
US-CERT Technical Cyber Security Alert TA08-350A -- Apple Updates for Multiple Vulnerabilities CEF
About the security content of Security Update 2008-008 / Mac OS X v10.5.6 CoOl
CVE Program record CVE
NVD vulnerability detail NV
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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