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AVNACMAUNCCICAC Certain versions of Flash Player from Adobe contain the following
’ vulnerability:

Multiple unspecified vulnerabilities in Adobe Flash Player 10.x before
10.0.12.36 and 9.x before 9.0.151.0 allow remote attackers to execute
arbitrary code via unknown vectors related to "input validation errors."

CVE-2008-4824 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH
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CVE References
Description Tags Link
Gentoo update for netscape-flash - Secunia Advisories - { SECUNIA 34226
Vulnerability Information - Secunia.com
Apple Mac OS X Security Update Fixes Multiple ){ SECUNIA 33179
Vulnerabilities - Secunia Advisories - Vulnerability
Intelligence - Secunia.com
() OSVDB 49958
ASA-2009-020 (SUN 248586) () CONFIRM
support.avaya.com/elmodocs2/security/ASA-2009-
020.htm



https://cve.report/
https://cve.report/CVE-2008-4824/mitre
https://cve.report/CVE-2008-4824/nist
https://cve.report/CVE-2008-4824/cve_org
https://cve.report/CVE-2008-4824.pdf
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2008/http://secunia.com/advisories/34226
https://web.archive.org/web/2008/http://secunia.com/advisories/33179
http://osvdb.org/49958
http://support.avaya.com/elmodocs2/security/ASA-2009-020.htm

SecurityFocus ) BUGTRAQ 20081122 Adobe Flash Multiple
Vulnerabilities
Adobe AIR Multiple Vulnerabilities - Secunia Advisories - ) SECUNIA 32772
Vulnerability Intelligence - Secunia.com
Adobe - Security Advisories : APSB08-22 - Additional [ Patch | F.\ CONFIRM
disclosure of security vulnerabilities fixed in Flash Player www.adobe.com/support/security/bulletins/apsb08-
10.0.12.36 and Flash Player 9.0.151.0 22.html
Nortel: Technical Support: Nortel Response to Sun Alert {2y CONFIRM support.nortel.com/go/main.jsp?
248586 - Multiple Security Vulnerabilities in the Flash cscat=BLTNDETAIL&DocumentOID=834256&poid=
Player Plugin for Solaris
About Secunia Research | Flexera ){ SECUNIA 33390
 secunia.com |
@ MISC www.isecpartners.com/advisories/2008-
01-flash. bt
Webmail : Solution de messagerie professionnelle - D VUPEN ADV-2008-3189
OVHcloud- OVH [ www.vupen.com |
Support & REDHAT RHSA-2008:0980
Gentoo Linux Documentation -- Adobe Flash Player: B3 GENTOO GLSA-200903-23
Multiple vulnerabilities
Red Hat update for flash-plugin - Secunia Advisories - ){ SECUNIA 32702
Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - () VUPEN ADV-2008-3444
OVHcloud- OVH [ www.vupen.com |
© SUNALERT 248586
APPLE-SA-2008-12-15 Security Update 2008-008 / Mac [F] APPLE APPLE-SA-2008-12-15
0SXv1056
US-CERT Technical Cyber Security Alert TA08-350A -- CERT TA08-350A
Apple Updates for Multiple Vulnerabilities
About the security content of Security Update 2008-008 / & CONFIRM support.apple.com/kb/HT3338
Mac OS X v10.5.6


http://www.securityfocus.com/archive/1/498561/100/0/threaded
https://web.archive.org/web/2008/http://secunia.com/advisories/32772
http://www.adobe.com/support/security/bulletins/apsb08-22.html
https://web.archive.org/web/2008/http://support.nortel.com/go/main.jsp?cscat=BLTNDETAIL&DocumentOID=834256&poid=
https://cve.report/CVE-2008-4824/5db51651
https://cve.report/CVE-2008-4824/5eec6647
http://www.vupen.com/english/advisories/2008/3189
http://www.redhat.com/support/errata/RHSA-2008-0980.html
http://security.gentoo.org/glsa/glsa-200903-23.xml
https://web.archive.org/web/2008/http://secunia.com/advisories/32702
http://www.vupen.com/english/advisories/2008/3444
http://sunsolve.sun.com/search/document.do?assetkey=1-26-248586-1
http://lists.apple.com/archives/security-announce//2008//Dec/msg00000.html
http://www.us-cert.gov/cas/techalerts/TA08-350A.html
http://support.apple.com/kb/HT3338

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Flash Player All All All All
Application Adobe Flash Player All All All All

cpe:2.3:a:adobe:flash_player:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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