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Summary

CVE CVE-2008-4915

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-10 14:12:00 UTC

Updated 2018-11-02 13:43:00 UTC

Description The CPU hardware emulation in VMware Workstation 6.0.5 and earlier and 5.5.8 and earlier; Player 2.0.x through 2.0.5 and 1.0.x through 1.0.8; ACE 2.0.x through 2.0.5 and earlier, and 1.0.x through 1.0.7; Server 1.0.x through 1.0.7; ESX 2.5.4 through 3.5; and ESXi 3.5, when running 32-bit and 64-bit guest operating systems, does not properly handle the Trap flag, which allows authenticated guest OS users to gain privileges on the guest OS.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Ace All All All All

Application Vmware Ace All All All All

Application Vmware Esx All All All All

Application Vmware Esxi 3.5 All All All

Application Vmware Esxi 3.5 All All All

Application Vmware Player All All All All

Application Vmware Player All All All All

Application Vmware Server All All All All

Application Vmware Workstation All All All All

Application Vmware Workstation All All All All

References

Reference

IBM X-Force Exchange

VMware ESX / ESXi Privilege Escalation and Directory Traversal Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SecurityFocus

VMware CPU Hardware Emulation Bug Lets Local Users Gain Elevated Privileges - SecurityTracker

https://cve.report/
https://cve.report/CVE-2008-4915/mitre
https://cve.report/CVE-2008-4915/nist
https://cve.report/CVE-2008-4915/cve_org
https://cve.report/api/cve/CVE-2008-4915.json
https://cve.report/CVE-2008-4915.pdf
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esx
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/esxi
http://cve.report/vendor/vmware
http://cve.report/software/vmware/player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/server
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
https://exchange.xforce.ibmcloud.com/vulnerabilities/46415
http://secunia.com/advisories/32624
http://www.securityfocus.com/archive/1/498138/100/0/threaded
http://www.securitytracker.com/id?1021154


VMware Products Trap Flag In-Guest Privilege Escalation Vulnerability

Gentoo Linux Documentation -- VMware Player, Server, Workstation: Multiple vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMware Products Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Repository / Oval Repository

VMSA-2008-0018 - VMware

[Security-announce] VMSA-2008-0018 VMware Hosted products and patches for ESX and ESXi resolve two security issues

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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