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CVE CVE-2008-4989
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Primary CVSS: v3.1 5.9 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N

Problem Types: CWE-295 | n/a

Version Source Type Score Severity
3.1 nvd@nist.gov Primary 5.9 MEDIUM
2.0 nvd@nist.gov Primary 4.3

JSON API Print: PDF 1)

Published 2008-11-13 01:00:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description The _gnutls_x509_verify_certificate function in lib/x509/verify.c in libgnutls in GnuTLS before 2.6.1 trusts certificate chains i

Vector

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2008-4989/mitre
https://cve.report/CVE-2008-4989/nist
https://cve.report/CVE-2008-4989/cve_org
https://cve.report/api/cve/CVE-2008-4989.json
https://cve.report/CVE-2008-4989.pdf

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:P/A:N

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 6.06 All All All
Operating System Canonical Ubuntu Linux 7.10 All All All
Operating System Canonical Ubuntu Linux 8.04 All All All
Operating System Canonical Ubuntu Linux 8.10 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Fedoraproject Fedora 8 All All All
Operating System Fedoraproject Fedora 9 All All All
Application Gnu Gnutls All All All All
Operating System Opensuse Opensuse All All All All
Operating System Suse Linux Enterprise 10.0 - All All
Operating System Suse Linux Enterprise 11.0 - All All
Operating System Suse Linux Enterprise Server 10 - All All
Operating System Suse Linux Enterprise Server 11 - All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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