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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2008-5012
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-11-13 11:30:01 UTC
Updated 2026-04-23 00:35:47 UTC

Description Mozilla Firefox 2.x before 2.0.0.18, Thunderbird 2.x before 2.0.0.18, and SeaMonkey 1.x before 1.1.13 do not properly char

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.10 All All All


https://cve.report/
https://cve.report/CVE-2008-5012/mitre
https://cve.report/CVE-2008-5012/nist
https://cve.report/CVE-2008-5012/cve_org
https://cve.report/api/cve/CVE-2008-5012.json
https://cve.report/CVE-2008-5012.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
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Application Mozilla Thunderbird All All All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

SecurityFocus

MFSA 2008-48: Image stealing via canvas and HTTP redirect

Debian update for xulrunner - Secunia.com

CESA-2008-009 - rev 1

Debian -- Security Information -- DSA-1696-1 icedove

451619 — Redirects permit cross-domain and local-system image disclosure via CANVAS

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
sunsolve.sun.com/search/document.do

355126 — (CVE-2008-5012) stealing pictures via canvas and http redirect

Support / Security / Advisories / / MDVSA-2008:228 | Mandriva

Mozilla Firefox/Thunderbird/SeaMonkey Multiple Remote Vulnerabilities

Red Hat update for seamonkey - Secunia.com

Debian -- Security Information -- DSA-1669-1 xulrunner
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