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Summary

CVE CVE-2008-5015

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-13 11:30:01 UTC

Updated 2026-04-23 00:35:47 UTC

Description Mozilla Firefox 3.x before 3.0.4 assigns chrome privileges to a file: URI when it is accessed in the same tab from a chrome or privileged about: page, which makes it easier for user-assisted attackers to execute arbitrary JavaScript with chrome privileges via malicious code in a file that has already been saved on the local system.

Risk And Classification

Primary CVSS: v2.0 5.1 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:P/A:P

Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0 alpha All All

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2008-5015/mitre
https://cve.report/CVE-2008-5015/nist
https://cve.report/CVE-2008-5015/cve_org
https://cve.report/api/cve/CVE-2008-5015.json
https://cve.report/CVE-2008-5015.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox


Application Mozilla Firefox 3.0 alpha All All

Application Mozilla Firefox 3.0 beta2 All All

Application Mozilla Firefox 3.0 beta5 All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Mozilla Firefox 'file:' URLs Let Users Gain Chrome Privileges - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

sunsolve.sun.com/search/document.do af854a3a-2127-422b-91ae-364da2661108

Mozilla Firefox/Thunderbird/SeaMonkey Multiple Remote Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

US-CERT Technical Cyber Security Alert TA08-319A -- Mozilla Updates for Multiple Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

MFSA 2008-51: file: URIs inherit chrome privileges when opened from chrome af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE Security Announcement: Mozilla (SUSE-SA:2008:05 af854a3a-2127-422b-91ae-364da2661108

Support / Security / Advisories / / MDVSA-2008:230 | Mandriva af854a3a-2127-422b-91ae-364da2661108

Ubuntu update for firefox, firefox-3.0, and xulrunner-1.9 - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Mozilla Firefox 3 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Fedora update for firefox and xulrunner - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Support af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 9 Update: xulrunner-1.9.0.4-1.fc9 af854a3a-2127-422b-91ae-364da2661108

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Red Hat update for firefox - Secunia.com af854a3a-2127-422b-91ae-364da2661108

447579 – (CVE-2008-5015) [FIX]file: URIs inherit chrome privs if opened from chrome af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

USN-667-1: Firefox and xulrunner vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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