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CVE CVE-2008-5019
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-13 11:30:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description The session restore feature in Mozilla Firefox 3.x before 3.0.4 and 2.x before 2.0.0.18 allows remote attackers to violate the

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All


https://cve.report/
https://cve.report/CVE-2008-5019/mitre
https://cve.report/CVE-2008-5019/nist
https://cve.report/CVE-2008-5019/cve_org
https://cve.report/api/cve/CVE-2008-5019.json
https://cve.report/CVE-2008-5019.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
sunsolve.sun.com/search/document.do

Support / Security / Advisories / / MDVSA-2008:228 | Mandriva

Mozilla Firefox/Thunderbird/SeaMonkey Multiple Remote Vulnerabilities

Red Hat update for seamonkey - Secunia.com

MFSA 2008-53: XSS and JavaScript privilege escalation via session restore

[SECURITY] Fedora 8 Update: firefox-2.0.0.18-1.fc8

Mozilla Firefox Session Restore Same-Origin Policy Flaw Permits Cross-Domain Scripting and Privilege Escalation Attacks - SecurityTracker
Mozilla Firefox 2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
US-CERT Technical Cyber Security Alert TA08-319A -- Mozilla Updates for Multiple Vulnerabilities
[security-announce] SUSE Security Announcement: Mozilla (SUSE-SA:2008:05

Support / Security / Advisories / / MDVSA-2008:230 | Mandriva

Ubuntu update for firefox, firefox-3.0, and xulrunner-1.9 - Secunia.com

Mozilla Firefox 3 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Fedora update for firefox and xulrunner - Secunia.com

Repository / Oval Repository

Support

[SECURITY] Fedora 9 Update: xulrunner-1.9.0.4-1.fc9

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Red Hat update for firefox - Secunia.com

Fedora update for firefox - Secunia.com

Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Bug List

USN-667-1: Firefox and xulrunner vulnerabilities | Ubuntu

Red Hat Customer Portal

Red Hat Customer Portal

access.redhat.com | CVE-2008-5019

Bug List
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.vupen.com/english/advisories/2009/0977
http://sunsolve.sun.com/search/document.do?assetkey=1-26-256408-1
http://www.mandriva.com/security/advisories?name=MDVSA-2008:228
http://www.securityfocus.com/bid/32281
http://secunia.com/advisories/32694
http://www.mozilla.org/security/announce/2008/mfsa2008-53.html
https://www.redhat.com/archives/fedora-package-announce/2008-November/msg00366.html
http://www.securitytracker.com/id?1021184
http://secunia.com/advisories/32693
http://www.us-cert.gov/cas/techalerts/TA08-319A.html
http://lists.opensuse.org/opensuse-security-announce/2008-11/msg00004.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:230
http://secunia.com/advisories/32778
http://secunia.com/advisories/32713
http://secunia.com/advisories/32721
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10943
http://www.redhat.com/support/errata/RHSA-2008-0978.html
https://www.redhat.com/archives/fedora-package-announce/2008-November/msg00385.html
http://secunia.com/advisories/34501
http://secunia.com/advisories/32695
http://secunia.com/advisories/32684
http://www.redhat.com/support/errata/RHSA-2008-0977.html
http://www.vupen.com/english/advisories/2008/3146
https://bugzilla.mozilla.org/buglist.cgi?bug_id=459906%252C460983
http://ubuntu.com/usn/usn-667-1
https://access.redhat.com/errata/RHSA-2008:0977
https://access.redhat.com/errata/RHSA-2008:0978
https://access.redhat.com/security/cve/CVE-2008-5019
https://bugzilla.mozilla.org/buglist.cgi?bug_id=459906,460983
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://bugzilla.redhat.com/show_bug.cgi?id=470889
https://www.cve.org/CVERecord?id=CVE-2008-5019
https://nvd.nist.gov/vuln/detail/CVE-2008-5019
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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