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CVE CVE-2008-5080
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-03 18:30:00 UTC
Updated 2023-11-07 02:03:00 UTC
Description awstats.pl in AWStats 6.8 and earlier does not properly remove quote characters, which allows remote attackers to conduct
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1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Awstats Awstats 5.0 All All All
Application Awstats Awstats 5.1 All All All
Application Awstats Awstats 5.2 All All All
Application Awstats Awstats 53 All All All
Application Awstats Awstats 5.4 All All All
Application Awstats Awstats 55 All All All
Application Awstats Awstats 5.6 All All All
Application Awstats Awstats 5.7 All All All
Application Awstats Awstats 5.8 All All All
Application Awstats Awstats 5.9 All All All
Application Awstats Awstats 6.0 All All All
Application Awstats Awstats 6.1 All All All
Application Awstats Awstats 6.2 All All All
Application Awstats Awstats 6.3 All All All
Application Awstats Awstats 6.4 All All All
Application Awstats Awstats 6.5 All All All
Application Awstats Awstats 6.6 All All All
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Application Awstats Awstats 6.7 All
Application Awstats Awstats 5.0 All
Application Awstats Awstats 5.1 All
Application Awstats Awstats 5.2 All
Application Awstats Awstats 5.3 All
Application Awstats Awstats 5.4 All
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Application Awstats Awstats 6.0 All
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Application Awstats Awstats 6.2 All
Application Awstats Awstats 6.3 All
Application Awstats Awstats 6.4 All
Application Awstats Awstats 6.5 All
Application Awstats Awstats 6.6 All
Application Awstats Awstats 6.7 All
Application Awstats Awstats All All
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IBM X-Force Exchange

USN-686-1: AWStats vulnerability | Ubuntu

Bug 474396 — CVE-2008-5080 awstats: incomplete fix for CVE-2008-3714 XSS issue
#495432 - XSS in awstats < 6.9beta (upstream bug 2001151) - Debian Bug report logs
Ubuntu update for awstats - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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