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Heap-based buffer overflow in the NDS Service in Novell eDirectory before 8.8 SP3 has unknown impact and attack vector:
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Novell Edirectory All All All All
Novell Edirectory 8.0 All All All
Novell Edirectory 8.5.12a All All All
Novell Edirectory 8.5.27 All All All
Novell Edirectory 8.6.2 All All All
Novell Edirectory 8.7 All All All
Novell Edirectory 8.7.1 All All All
Novell Edirectory 8.7.1 spl All All
Novell Edirectory 8.7.3 All All All
Novell Edirectory 8.7.3 spi windows All
Novell Edirectory 8.7.3 sp2 windows All
Novell Edirectory 8.7.3 sp3 windows All
Novell Edirectory 8.7.3 sp4 windows All
Novell Edirectory 8.7.3 sp5 windows All
Novell Edirectory 8.7.3 spb6 windows All
Novell Edirectory 8.7.3 sp7 windows All

Novell Edirectory 8.7.3 sp8 windows All
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Application Novell Edirectory 8.7.3 sp3 windows All
Application Novell Edirectory 8.7.3 sp4 windows All
Application Novell Edirectory 8.7.3 sp5 windows All
Application Novell Edirectory 8.7.3 sSp6 windows All
Application Novell Edirectory 8.7.3 sp7 windows All
Application Novell Edirectory 8.7.3 sp8 windows All
Application Novell Edirectory 8.7.3 sp9 windows All
Application Novell Edirectory 8.7.3.10 All All All
Application Novell Edirectory 8.7.3.8 All All All
Application Novell Edirectory 8.7.3.8_presp9 All All All
Application Novell Edirectory 8.7.3.9 All All All
Application Novell Edirectory 8.7.3.9 All linux All
Application Novell Edirectory 8.7.3.9 All solaris All
Application Novell Edirectory 8.7.3.9 All windows_2000 All
Application Novell Edirectory 8.7.3.9 All windows_2003 All
Application Novell Edirectory 8.8 All All All
Application Novell Edirectory 8.8 All linux All
Application Novell Edirectory 8.8 All solaris All
Application Novell Edirectory 8.8 All windows_2000 All
Application Novell Edirectory 8.8 All windows_2003 All
Application Novell Edirectory 8.8.1 All All All
Application Novell Edirectory 8.8.1 All linux All
Application Novell Edirectory 8.8.1 All solaris All
Application Novell Edirectory 8.8.1 All windows_2000 All
Application Novell Edirectory 8.8.1 All windows_2003 All
Application Novell Edirectory 8.8.2 All All All
Application Novell Edirectory 8.8.2 All linux All
Application Novell Edirectory 8.8.2 All solaris All
Application Novell Edirectory 8.8.2 All windows_2000 All
Application Novell Edirectory 8.8.2 All windows_2003 All
Application Novell Edirectory All sp2 windows All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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