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CVE CVE-2008-5110
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2008-11-17 22:21:00 UTC
Updated 2021-06-22 13:27:00 UTC
Description syslog-ng does not call chdir when it calls chroot, which might allow attackers to escape the intended jail. NOTE: this is only

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oneidentity Syslog-ng - All All All
Application Oneidentity Syslog-ng - All All All
Application Oneidentity Syslog-ng All All All All

References |
Reference Source Link Tags
Gentoo syslog-ng "chroot()" Weakness - Advisories - Community SECUNIA  secunia.com Third Party Advisory
SSRT100018 HP itrc.hp.com Broken Link
#505791 - syslog-ng doesn't chdir before chroot - Debian Bug report logs CONFIRM  bugs.debian.org Third Party Advisory
Gentoo Linux Documentation -- Syslog-ng: Chroot escape GENTOO  security.gentoo.org  Third Party Advisory
HP Insight Control Suite For Linux Multiple Vulnerabilities - Advisories - Community SECUNIA  secunia.com Third Party Advisory
oss-security - CVE Request (syslog-ng) MLIST www.openwall.com  Mailing List, Third Pe
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WwWWw.vupen.com Permissions Require
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

/

No vendor comments have been submitted for this CVE.
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http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=505791
http://security.gentoo.org/glsa/glsa-200907-10.xml
http://secunia.com/advisories/40551
http://www.openwall.com/lists/oss-security/2008/11/17/3
http://www.vupen.com/english/advisories/2010/1796
https://www.cve.org/CVERecord?id=CVE-2008-5110
https://nvd.nist.gov/vuln/detail/CVE-2008-5110

There are currently no legacy QID mappings associated with this CVE.
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