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AVLACMAUNCICAC Certain versions of Libpam Mount from Bkleineidam contain the
’ following vulnerability:

passwdehd in libpam-mount 0.43 allows local users to overwrite
arbitrary files via a symlink attack on a /tmp/passwdehd.#####
temporary file.

CVE-2008-5138 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM
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CVE References

Description Tags Link

IBM X-Force Exchange € XF libpammount-passwdehd-symlink(46724)

[security-announce] SUSE Security Summary 9 SUSE SUSE-SR:2009:005

Report: SUSE-SR:2009:005

Re: Possible mass bug filing: The possibility of (© MLIST [debian-devel] 20080811 Re: Possible mass

attack with the help of symlinks in some Debian bug filing: The possibility of attack with the help of

packages symlinks in some Debian packages

pam_mount "passwdehd" Insecure Temporary { SECUNIA 32780
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Bkleineidam Libpam Mount 0.43 All All All

Application Bkleineidam Libpam Mount 0.43 All All All
cpe:2.3:a:bkleineidam:libpam_mount:0.43:*:*:*:*:*:*::

cpe:2.3:a:bkleineidam:libpam_mount:0.43:*:*:*:*:*

No vendor comments have been submitted for this CVE
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