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Summary

CVE CVE-2008-5161

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-19 17:30:00 UTC

Updated 2018-10-11 20:54:00 UTC

Description Error handling in the SSH protocol in (1) SSH Tectia Client and Server and Connector 4.0 through 4.4.11, 5.0 through 5.2.4, and 5.3 through 5.3.8; Client and Server and ConnectSecure 6.0 through 6.0.4; Server for Linux on IBM System z 6.0.4; Server for IBM z/OS 5.5.1 and earlier, 6.0.0, and 6.0.1; and Client 4.0-J through 4.3.3-J and 4.0-K through 4.3.10-K; and (2) OpenSSH 4.7p1 and possibly other versions, when using a block cipher algorithm in Cipher Block Chaining (CBC) mode, makes it easier for remote attackers to recover certain plaintext data from an arbitrary block of ciphertext in an SSH session via unknown vectors.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh 4.7p1 All All All

Application Openbsd Openssh 4.7p1 All All All

Application Ssh Tectia Client 4.0 All All All

Application Ssh Tectia Client 4.0.1 All All All

Application Ssh Tectia Client 4.0.3 All All All

Application Ssh Tectia Client 4.0.4 All All All

Application Ssh Tectia Client 4.0.5 All All All

Application Ssh Tectia Client 4.2 All All All

Application Ssh Tectia Client 4.2.1 All All All

Application Ssh Tectia Client 4.3 All All All

Application Ssh Tectia Client 4.3.1 All All All

Application Ssh Tectia Client 4.3.1j All All All

Application Ssh Tectia Client 4.3.2 All All All

Application Ssh Tectia Client 4.3.2j All All All

Application Ssh Tectia Client 4.3.3 All All All

Application Ssh Tectia Client 4.3.4 All All All

Application Ssh Tectia Client 4.3.5 All All All
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Application Ssh Tectia Client 4.3.5 All All All

Application Ssh Tectia Client 4.3.6 All All All

Application Ssh Tectia Client 4.3.7 All All All

Application Ssh Tectia Client 4.3.8k All All All

Application Ssh Tectia Client 4.3.9k All All All

Application Ssh Tectia Client 4.4 All All All

Application Ssh Tectia Client 4.4.1 All All All

Application Ssh Tectia Client 4.4.10 All All All

Application Ssh Tectia Client 4.4.11 All All All

Application Ssh Tectia Client 4.4.2 All All All

Application Ssh Tectia Client 4.4.3 All All All

Application Ssh Tectia Client 4.4.4 All All All

Application Ssh Tectia Client 4.4.6 All All All

Application Ssh Tectia Client 4.4.7 All All All

Application Ssh Tectia Client 4.4.8 All All All

Application Ssh Tectia Client 4.4.9 All All All

Application Ssh Tectia Client 5.0.0 All All All

Application Ssh Tectia Client 5.0.0f All All All

Application Ssh Tectia Client 5.0.1 All All All

Application Ssh Tectia Client 5.0.1f All All All

Application Ssh Tectia Client 5.0.2 All All All

Application Ssh Tectia Client 5.0.2f All All All

Application Ssh Tectia Client 5.0.3 All All All

Application Ssh Tectia Client 5.0.3f All All All

Application Ssh Tectia Client 5.1.0 All All All

Application Ssh Tectia Client 5.1.1 All All All

Application Ssh Tectia Client 5.1.2 All All All

Application Ssh Tectia Client 5.1.3 All All All

Application Ssh Tectia Client 5.2.0 All All All

Application Ssh Tectia Client 5.2.1 All All All

Application Ssh Tectia Client 5.2.2 All All All

Application Ssh Tectia Client 5.2.3 All All All

Application Ssh Tectia Client 5.2.4 All All All

Application Ssh Tectia Client 5.3.0 All All All

Application Ssh Tectia Client 5.3.1 All All All

Application Ssh Tectia Client 5.3.2 All All All
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Application Ssh Tectia Client 5.3.3 All All All

Application Ssh Tectia Client 5.3.5 All All All

Application Ssh Tectia Client 5.3.6 All All All

Application Ssh Tectia Client 5.3.7 All All All

Application Ssh Tectia Client 5.3.8 All All All

Application Ssh Tectia Client 6.0.0 All All All

Application Ssh Tectia Client 6.0.1 All All All

Application Ssh Tectia Client 6.0.2 All All All

Application Ssh Tectia Client 6.0.3 All All All

Application Ssh Tectia Client 6.0.4 All All All

Application Ssh Tectia Client 4.0 All All All

Application Ssh Tectia Client 4.0.1 All All All

Application Ssh Tectia Client 4.0.3 All All All

Application Ssh Tectia Client 4.0.4 All All All

Application Ssh Tectia Client 4.0.5 All All All

Application Ssh Tectia Client 4.2 All All All

Application Ssh Tectia Client 4.2.1 All All All

Application Ssh Tectia Client 4.3 All All All

Application Ssh Tectia Client 4.3.1 All All All

Application Ssh Tectia Client 4.3.1j All All All

Application Ssh Tectia Client 4.3.2 All All All

Application Ssh Tectia Client 4.3.2j All All All

Application Ssh Tectia Client 4.3.3 All All All

Application Ssh Tectia Client 4.3.4 All All All

Application Ssh Tectia Client 4.3.5 All All All

Application Ssh Tectia Client 4.3.6 All All All

Application Ssh Tectia Client 4.3.7 All All All

Application Ssh Tectia Client 4.3.8k All All All

Application Ssh Tectia Client 4.3.9k All All All

Application Ssh Tectia Client 4.4 All All All

Application Ssh Tectia Client 4.4.1 All All All

Application Ssh Tectia Client 4.4.10 All All All

Application Ssh Tectia Client 4.4.11 All All All

Application Ssh Tectia Client 4.4.2 All All All

Application Ssh Tectia Client 4.4.3 All All All

Application Ssh Tectia Client 4.4.4 All All All
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Application Ssh Tectia Client 4.4.4 All All All

Application Ssh Tectia Client 4.4.6 All All All

Application Ssh Tectia Client 4.4.7 All All All

Application Ssh Tectia Client 4.4.8 All All All

Application Ssh Tectia Client 4.4.9 All All All

Application Ssh Tectia Client 5.0.0 All All All

Application Ssh Tectia Client 5.0.0f All All All

Application Ssh Tectia Client 5.0.1 All All All

Application Ssh Tectia Client 5.0.1f All All All

Application Ssh Tectia Client 5.0.2 All All All

Application Ssh Tectia Client 5.0.2f All All All

Application Ssh Tectia Client 5.0.3 All All All

Application Ssh Tectia Client 5.0.3f All All All

Application Ssh Tectia Client 5.1.0 All All All

Application Ssh Tectia Client 5.1.1 All All All

Application Ssh Tectia Client 5.1.2 All All All

Application Ssh Tectia Client 5.1.3 All All All

Application Ssh Tectia Client 5.2.0 All All All

Application Ssh Tectia Client 5.2.1 All All All

Application Ssh Tectia Client 5.2.2 All All All

Application Ssh Tectia Client 5.2.3 All All All

Application Ssh Tectia Client 5.2.4 All All All

Application Ssh Tectia Client 5.3.0 All All All

Application Ssh Tectia Client 5.3.1 All All All

Application Ssh Tectia Client 5.3.2 All All All

Application Ssh Tectia Client 5.3.3 All All All

Application Ssh Tectia Client 5.3.5 All All All

Application Ssh Tectia Client 5.3.6 All All All

Application Ssh Tectia Client 5.3.7 All All All

Application Ssh Tectia Client 5.3.8 All All All

Application Ssh Tectia Client 6.0.0 All All All

Application Ssh Tectia Client 6.0.1 All All All

Application Ssh Tectia Client 6.0.2 All All All

Application Ssh Tectia Client 6.0.3 All All All

Application Ssh Tectia Client 6.0.4 All All All

Application Ssh Tectia Connector 4.0.7 All All All
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Application Ssh Tectia Connector 4.1.2 All All All

Application Ssh Tectia Connector 4.1.3 All All All

Application Ssh Tectia Connector 4.1.5 All All All

Application Ssh Tectia Connector 4.2.0 All All All

Application Ssh Tectia Connector 4.3.0 All All All

Application Ssh Tectia Connector 4.3.4 All All All

Application Ssh Tectia Connector 4.3.5 All All All

Application Ssh Tectia Connector 4.4.0 All All All

Application Ssh Tectia Connector 4.4.10 All All All

Application Ssh Tectia Connector 4.4.2 All All All

Application Ssh Tectia Connector 4.4.4 All All All

Application Ssh Tectia Connector 4.4.6 All All All

Application Ssh Tectia Connector 4.4.7 All All All

Application Ssh Tectia Connector 4.4.9 All All All

Application Ssh Tectia Connector 5.0.0 All All All

Application Ssh Tectia Connector 5.0.1 All All All

Application Ssh Tectia Connector 5.0.2 All All All

Application Ssh Tectia Connector 5.0.3 All All All

Application Ssh Tectia Connector 5.1.0 All All All

Application Ssh Tectia Connector 5.1.1 All All All

Application Ssh Tectia Connector 5.1.2 All All All

Application Ssh Tectia Connector 5.1.3 All All All

Application Ssh Tectia Connector 5.2.2 All All All

Application Ssh Tectia Connector 5.3.0 All All All

Application Ssh Tectia Connector 5.3.1 All All All

Application Ssh Tectia Connector 5.3.2 All All All

Application Ssh Tectia Connector 5.3.3 All All All

Application Ssh Tectia Connector 5.3.7 All All All

Application Ssh Tectia Connector 5.3.8 All All All

Application Ssh Tectia Connector 4.0.7 All All All

Application Ssh Tectia Connector 4.1.2 All All All

Application Ssh Tectia Connector 4.1.3 All All All

Application Ssh Tectia Connector 4.1.5 All All All

Application Ssh Tectia Connector 4.2.0 All All All

Application Ssh Tectia Connector 4.3.0 All All All
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Application Ssh Tectia Connector 4.3.4 All All All

Application Ssh Tectia Connector 4.3.5 All All All

Application Ssh Tectia Connector 4.4.0 All All All

Application Ssh Tectia Connector 4.4.10 All All All

Application Ssh Tectia Connector 4.4.2 All All All

Application Ssh Tectia Connector 4.4.4 All All All

Application Ssh Tectia Connector 4.4.6 All All All

Application Ssh Tectia Connector 4.4.7 All All All

Application Ssh Tectia Connector 4.4.9 All All All

Application Ssh Tectia Connector 5.0.0 All All All

Application Ssh Tectia Connector 5.0.1 All All All

Application Ssh Tectia Connector 5.0.2 All All All

Application Ssh Tectia Connector 5.0.3 All All All

Application Ssh Tectia Connector 5.1.0 All All All

Application Ssh Tectia Connector 5.1.1 All All All

Application Ssh Tectia Connector 5.1.2 All All All

Application Ssh Tectia Connector 5.1.3 All All All

Application Ssh Tectia Connector 5.2.2 All All All

Application Ssh Tectia Connector 5.3.0 All All All

Application Ssh Tectia Connector 5.3.1 All All All

Application Ssh Tectia Connector 5.3.2 All All All

Application Ssh Tectia Connector 5.3.3 All All All

Application Ssh Tectia Connector 5.3.7 All All All

Application Ssh Tectia Connector 5.3.8 All All All

Application Ssh Tectia Connectsecure 6.0.0 All All All

Application Ssh Tectia Connectsecure 6.0.1 All All All
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CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-02 Joshua Bressers This issue was addressed for Red Hat Enterprise Linux 5 by https://rhn.redhat.com/errata/RHSA-2009-1287.html After reviewing the upstream fix for this issue, Red Hat does not intend to address this flaw in Red Hat Enterprise Linux 3 or 4 at this time.

There are currently no legacy QID mappings associated with this CVE.
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