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cupsd in CUPS 1.3.9 and earlier allows local users, and possibly remote attackers, to cause a denial of service (daemon cr.
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apple Cups 1.1 All All All
Apple Cups 1.1.1 All All All
Apple Cups 1.1.10 All All All
Apple Cups 1.1.10-1 All All All
Apple Cups 1.1.11 All All All
Apple Cups 1.1.12 All All All
Apple Cups 1.1.13 All All All
Apple Cups 1.1.14 All All All
Apple Cups 1.1.15 All All All
Apple Cups 1.1.16 All All All
Apple Cups 1.1.17 All All All
Apple Cups 1.1.18 All All All
Apple Cups 1.1.19 All All All
Apple Cups 1.1.19 rcl All All
Apple Cups 1.1.19 rc2 All All
Apple Cups 1.1.19 rc3 All All

Apple Cups 1.1.19 rc4 All All
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Application Apple Cups 1.2 b2 All All
Application Apple Cups 1.2 rci All All
Application Apple Cups 1.2 rc2 All All
Application Apple Cups 1.2 rc3 All All
Application Apple Cups 1.2.0 All All All
Application Apple Cups 1.2.1 All All All
Application Apple Cups 1.2.10 All All All
Application Apple Cups 1.2.11 All All All
Application Apple Cups 1.2.12 All All All
Application Apple Cups 1.2.2 All All All
Application Apple Cups 1.2.3 All All All
Application Apple Cups 1.2.4 All All All
Application Apple Cups 1.2.5 All All All
Application Apple Cups 1.2.6 All All All
Application Apple Cups 1.2.7 All All All
Application Apple Cups 1.2.8 All All All
Application Apple Cups 1.2.9 All All All
Application Apple Cups 1.3 b1 All All
Application Apple Cups 1.3 rci All All
Application Apple Cups 1.3 rc2 All All
Application Apple Cups 1.3.0 All All All
Application Apple Cups 1.3.1 All All All
Application Apple Cups 1.3.2 All All All
Application Apple Cups 1.3.3 All All All
Application Apple Cups 1.3.4 All All All
Application Apple Cups 1.3.5 All All All
Application Apple Cups 1.3.6 All All All
Application Apple Cups All All All All
Application Apple Cups All All All All
Operating System Apple Mac Os X All All All All
Operating System Apple Mac Os X Server All All All All
Operating System Debian Debian Linux 5.0 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Opensuse Opensuse 11.0 All All All


http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x_server
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse

Reference

Repository / Oval Repository

oss-security - CVE request: CUPS DoS via RSS subscriptions

oss-security - Re: CVE request: CUPS DoS via RSS subscriptions

Support

APPLE-SA-2009-02-12 Security Update 2009-001

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Bug #298241 “Apple CUPS Daemon: unauthenticated SIGSEGV crash vi...” : Bugs : cups package : Ubuntu
CUPS 1.3.7 CSRF (add rss subscription) Remote Crash Exploit

Debian -- Security Information -- DSA-2176-1 cups

CUPS RSS Subscription Null Pointer Dereference Lets Local Users Deny Service - SecurityTracker
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

oss-security - Re: CVE request: CUPS DoS via RSS subscriptions

Advisories | Mandriva

IBM X-Force Exchange

CUPS 0day (Information Security Laboratory)

Debian update for cups - Secunia.com

About the security content of Security Update 2009-001

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:026

CUPS 'cupsd' RSS Subscriptions NULL Pointer Dereference Local Denial Of Service Vulnerability
Pwning Ubuntu via CUPS | GNUCITIZEN

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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