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CVE-2008-5184

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Cups from Apple contain the following vulnerability:

The web interface (cgi-bin/admin.c) in CUPS before 1.3.8 uses the
guest username when a user is not logged on to the web server, which
makes it easier for remote attackers to bypass intended policy and
conduct CSRF attacks via the (1) add and (2) cancel RSS subscription
functions.

CVE-2008-5184 has been assigned by @) security@ubuntu.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication

Vector Complexity

Low (one |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

oss-security - CVE request: CUPS DoS via RSS subscriptions ¢ > MLIST [oss-security] 20081119 CVE
request: CUPS DoS via RSS subscriptions

Subscription web interface incorrectly uses guest account - [ www.cups.org | CONFIRM www.cups.org/str.php?L2774

Issue #2774 - apple/cups - GitHub text/html

Advisories | Mandriva & MANDRIVA MDVSA-2009:028

[security-announce] SUSE Security Summary Report: SUSE- 9 SUSE SUSE-SR:2008:026

SR:2008:026

Pwning Ubuntu via CUPS | GNUCITIZEN X @ MISC www.gnucitizen.org/blog/pwning-
ubuntu-via-cups/



https://cve.report/
https://cve.report/CVE-2008-5184/mitre
https://cve.report/CVE-2008-5184/nist
https://cve.report/CVE-2008-5184/cve_org
https://cve.report/CVE-2008-5184.pdf
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2008/11/19/3
http://www.cups.org/str.php?L2774
http://www.mandriva.com/security/advisories?name=MDVSA-2009:028
http://lists.opensuse.org/opensuse-security-announce/2008-11/msg00002.html
https://web.archive.org/web/2008/http://www.gnucitizen.org/blog/pwning-ubuntu-via-cups/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apple Cups 1.1 All All All
Application Apple Cups 1.11 All All All
Application Apple Cups 1.1.10 All All All
Application Apple Cups 1.1.10-1 All All All
Application Apple Cups 1.1.11 All All All
Application Apple Cups 1.1.12 All All All
Application Apple Cups 1.1.13 All All All
Application Apple Cups 1.1.14 All All All
Application Apple Cups 1.1.15 All All All
Application Apple Cups 1.1.16 All All All
Application Apple Cups 1.1.17 All All All
Application Apple Cups 1.1.18 All All All
Application Apple Cups 1.1.19 All All All
Application Apple Cups 1.1.19 rci All All
Application Apple Cups 1.1.19 rc2 All All
Application Apple Cups 1.1.19 rc3 All All
Application Apple Cups 1.1.19 rc4 All All
Application Apple Cups 1.1.19 rcs All All
Application Apple Cups 1.1.2 All All All
Application Apple Cups 1.1.20 All All All
Application Apple Cups 1.1.20 rcl All All
Application Apple Cups 1.1.20 rc2 All All
Application Apple Cups 1.1.20 rc3 All All
Application Apple Cups 1.1.20 rc4 All All
Application Apple Cups 1.1.20 rch All All
Application Apple Cups 1.1.20 rcé All All
Application Apple Cups 1.1.21 All All All

Application Apple Cups 1.1.21 rci All All
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cpe:2.3:a:apple:cups:1.1.19:rc3:" "

cpe:2.3:a:apple:cups:1.1.19:rc4: ™ "

cpe:2.3:a:apple:cups:1.1.19:rc5:" "

cpe:2.3:a:apple:cups:1.1.2:% " ™

cpe:2.3:a:apple:cups:1.1.20: " "

cpe:2.3:a:apple:cups:1.1.20:rct "

cpe:2.3:a:apple:cups:1.1.20:rc2:*: " *:*:

cpe:2.3:a:apple:cups:1.1.20:rc3:*: % ":*:

cpe:2.3:a:apple:cups:1.1.20:rc4:*:***:*:*:

cpe:2.3:a:apple:cups:1.1.20:rc5:*:***:*:*:

cpe:2.3:a:apple:cups:1.1.20:rc6:*:*:*:*:*:*:

cpe:2.3:a:apple:cups:1.1.271 7

cpe:2.3:a:apple:cups:1.1.21:rct =

cpe:2.3:a:apple:cups:1.1.21:rc2:* "

cpe:2.3:a:apple:cups:1.1.22:*

cpe:2.3:a:apple:cups:1.1.22:rct

cpe:2.3:a:apple:cups:1.1.22:rc2: "

cpe:2.3:a:apple:cups:1.1.23: "

cpe:2.3:a:apple:cups:1.1.23:rct

cpe:2.3:a:apple:cups:1.1.3: " ™

cpe:2.3:a:apple:cups:1.1.4: "

cpe:2.3:a:apple:cups:1.1.5: "™

cpe:2.3:a:apple:cups:1.1.5-1: ™

cpe:2.3:a:apple:cups:1.1.5-2: o™

cpe:2.3:a:apple:cups:1.1.6:* " "™

cpe:2.3:a:apple:cups:1.1.6-1: "™

cpe:2.3:a:apple:cups:1.1.6-2:% "™

cpe:2.3:a:apple:cups:1.1.6-3:" """



cpe:2.3:a:apple:cups:1.1.7:% " %

cpe:2.3:a:apple:cups:1.1.8:" " ™

cpe:2.3:a:apple:cups:1.1.9:% " ™

akk Lk KLk Lk,

cpe:2.3:a:apple:cups:1.2:b2:*: "

akakukokakuk.

cpe:2.3:a:apple:cups:1.2:rct: " "

dkLkukakukuk.

cpe:2.3:a:apple:cups:1.2:rc3:*:*: " *:*:

cpe:2.3:a:apple:cups:1.2.0: "

cpe:2.3:a:apple:cups:1.2.1: 7 "

ARk kK kKK,

cpe:2.3:a:apple:cups:1.2.10:

ARk kK kKK,

cpe:2.3:a:apple:cups:1.2. 11

Ak kKK kKK,

cpe:2.3:a:apple:cups:1.2.12:

cpe:2.3:a:apple:cups:1.2.2:% "

cpe:2.3:a:apple:cups:1.2.3: "

cpe:2.3:a:apple:cups:1.2.4: "

cpe:2.3:a:apple:cups:1.2.5: " "

cpe:2.3:a:apple:cups:1.2.6:": " " ™

cpe:2.3:a:apple:cups:1.2.7: "

cpe:2.3:a:apple:cups:1.2.8: " " ™

cpe:2.3:a:apple:cups:1.2.9: " ™

Kk ak kR k.

cpe:2.3:a:apple:cups:1.3:b 1

Kk koK akak.

cpe:2.3:a:apple:cups:1.3:rct

cpe:2.3:a:apple:cups:1.3.0: "

cpe:2.3:a:apple:cups:1.3.1: " ™

cpe:2.3:a:apple:cups:1.3.2:% "



cpe:2.3:a:apple:cups:1.3.3:™:":" "

cpe:2.3:a:apple:cups:1.3.4:" "

cpe:2.3:a:apple:cups:1.3.5:% "

cpe:2.3:a:apple:cups:1.3.6:% " ™

cpe:2.3:a:apple:cups:1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1.1.

cpe:2.3:a:apple:cups:1

cpe:2.3:a:apple:cups:1

cpe:2.3:a:apple:cups:1

cpe:2.3:a:apple:cups:1

cpe:2.3:a:apple:cups:1

cpe:2.3:a:apple:cups:1.

cpe:2.3:a:apple:cups:1.

cpe:2.3:a:apple:cups:1.

cpe:2.3:a:apple:cups:1.

cpe:2.3:a:apple:cups:1.

cpe:2.3:a:apple:cups:1.

cpe:2.3:a:apple:cups:1.

qrhekek ok ak ok ok,

1. rek kR ok akk,

1 1 ARk LKLk LK LKLk,

AA0-1 e

A9t

AA9rc2:

A1.19re3

A9 x

A.19re5



cpe:2.3:a:apple:cups:1.1.20:rc6:":* "

cpe:2.3:a:apple:cups:1.1.21 " "

cpe:2.3:a:apple:cups:1.1.21:rc1 ™"

cpe:2.3:a:apple:cups:1.1.21:rc2:" "

cpe:2.3:a:apple:cups:1.1.22: " "

cpe:2.3:a:apple:cups:1.1.22:rc1 ™"

cpe:2.3:a:apple:cups:1.1.22:rc2:*:*:*:*:*:*:

cpe:2.3:a:apple:cups:1.1.23: """

cpe:2.3:a:apple:cups:1.1.23:rct "

cpe:2.3:a:apple:cups:1.1.3: "

cpe:2.3:a:apple:cups:1.1.4: x> "

cpe:2.3:a:apple:cups:1.1.5:%**x*: "

cpe:2.3:a:apple:cups:1.1.5-1: "™

cpe:2.3:a:apple:cups:1.1.5-2:% " ™

cpe:2.3:a:apple:cups:1.1.6:" " ™

cpe:2.3:a:apple:cups:1.1.6-1: "™

cpe:2.3:a:apple:cups:1.1.6-2:% " ™

cpe:2.3:a:apple:cups:1.1.6-3: ™

cpe:2.3:a:apple:cups:1.1.7: "

cpe:2.3:a:apple:cups:1.1.8: " " ™

cpe:2.3:a:apple:cups:1.1.9: "™

cpe:2.3:a:apple:cups:1.1.9-1: e

Kk kKR k.

cpe:2.3:a:apple:cups:1.2:b1:

Kk kKKK,

cpe:2.3:a:apple:cups:1.2:b2:**:***:*:

Kk kR akak.

cpe:2.3:a:apple:cups:1.2:rct

kakakakakak.

cpe:2.3:a:apple:cups:1.2:rc3:*: """

cpe:2.3:a:apple:cups:1.2.0:" " ™



cpe:2.3:a:apple:cups:1.2.1: " ™

cpe:2.3:a:apple:cups:1.2.2:% "

cpe:2.3:a:apple:cups:1.2.3:" "

cpe:2.3:a:apple:cups:1.2.4: x> "

cpe:2.3:a:apple:cups:1.2.5:% 7 %"

cpe:2.3:a:apple:cups:1.2.6: "

cpe:2.3:a:apple:cups:1.2.7:%:****: "

cpe:2.3:a:apple:cups:1.2.8: 7 "

cpe:2.3:a:apple:cups:1.2.9: 7 *: "

kKK kKK,

cpe:2.3:a:apple:cups:1.3:b1:*** "

KRk okakuk.

cpe:2.3:a:apple:cups:1.3:rc1: " %

cpe:2.3:a:apple:cups:1.3.0: "™

cpe:2.3:a:apple:cups:1.3.1: "

cpe:2.3:a:apple:cups:1.3.2: "

cpe:2.3:a:apple:cups:1.3.3: " "™

cpe:2.3:a:apple:cups:1.3.4: "

cpe:2.3:a:apple:cups:1.3.5: % *

cpe:2.3:a:apple:cups:1.3.6:*: " "™

Kk ok kK ok Kk,

cpe:2.3:a:apple:cups:*:*
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