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Summary

CVE CVE-2008-5185

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-21 02:30:00 UTC

Updated 2017-08-08 01:33:00 UTC

Description The highlighting functionality in geshi.php in GeSHi before 1.0.8 allows remote attackers to cause a denial of service (infinite loop) via an XML sequence containing an opening delimiter without a closing delimiter, as demonstrated using "<".

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Geshi Geshi 1.0.0 All All All

Application Geshi Geshi 1.0.1 All All All

Application Geshi Geshi 1.0.2 All All All

Application Geshi Geshi 1.0.2_beta_1 All All All

Application Geshi Geshi 1.0.3 All All All

Application Geshi Geshi 1.0.4 All All All

Application Geshi Geshi 1.0.5 All All All

Application Geshi Geshi 1.0.6 All All All

Application Geshi Geshi 1.0.7 All All All

Application Geshi Geshi 1.0.7.1 All All All

Application Geshi Geshi 1.0.7.10 All All All

Application Geshi Geshi 1.0.7.11 All All All

Application Geshi Geshi 1.0.7.12 All All All

Application Geshi Geshi 1.0.7.13 All All All

Application Geshi Geshi 1.0.7.14 All All All

Application Geshi Geshi 1.0.7.15 All All All

Application Geshi Geshi 1.0.7.16 All All All
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Application Geshi Geshi 1.0.7.16 All All All

Application Geshi Geshi 1.0.7.17 All All All

Application Geshi Geshi 1.0.7.18 All All All

Application Geshi Geshi 1.0.7.19 All All All

Application Geshi Geshi 1.0.7.2 All All All

Application Geshi Geshi 1.0.7.20 All All All

Application Geshi Geshi 1.0.7.21 All All All

Application Geshi Geshi 1.0.7.3 All All All

Application Geshi Geshi 1.0.7.4 All All All

Application Geshi Geshi 1.0.7.5 All All All

Application Geshi Geshi 1.0.7.6 All All All

Application Geshi Geshi 1.0.7.7 All All All

Application Geshi Geshi 1.0.7.8 All All All

Application Geshi Geshi 1.0.7.9 All All All

Application Geshi Geshi 1.0.0 All All All

Application Geshi Geshi 1.0.1 All All All

Application Geshi Geshi 1.0.2 All All All

Application Geshi Geshi 1.0.2_beta_1 All All All

Application Geshi Geshi 1.0.3 All All All

Application Geshi Geshi 1.0.4 All All All

Application Geshi Geshi 1.0.5 All All All

Application Geshi Geshi 1.0.6 All All All

Application Geshi Geshi 1.0.7 All All All

Application Geshi Geshi 1.0.7.1 All All All

Application Geshi Geshi 1.0.7.10 All All All

Application Geshi Geshi 1.0.7.11 All All All

Application Geshi Geshi 1.0.7.12 All All All

Application Geshi Geshi 1.0.7.13 All All All

Application Geshi Geshi 1.0.7.14 All All All

Application Geshi Geshi 1.0.7.15 All All All

Application Geshi Geshi 1.0.7.16 All All All

Application Geshi Geshi 1.0.7.17 All All All

Application Geshi Geshi 1.0.7.18 All All All

Application Geshi Geshi 1.0.7.19 All All All

Application Geshi Geshi 1.0.7.2 All All All

Application Geshi Geshi 1.0.7.20 All All All
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Application Geshi Geshi 1.0.7.21 All All All

Application Geshi Geshi 1.0.7.3 All All All

Application Geshi Geshi 1.0.7.4 All All All

Application Geshi Geshi 1.0.7.5 All All All

Application Geshi Geshi 1.0.7.6 All All All

Application Geshi Geshi 1.0.7.7 All All All

Application Geshi Geshi 1.0.7.8 All All All

Application Geshi Geshi 1.0.7.9 All All All

Application Geshi Geshi All All All All

References

Reference Source

404 Not Found CONFIRM

IBM X-Force Exchange XF

oss-security - CVE id request: another geshi issue (was: GeSHi: Clarification about the recent security (non-)issues (SA32559)) MLIST

GeSHi XML Parsing Remote Denial Of Service Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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