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CVE-2008-5186

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2008-11-21 02:30:00 UTC

2023-11-07 02:03:00 UTC

** DISPUTED ** The set_language_path function in geshi.php in Generic Syntax Highlighter (GeSHi) before 1.0.8.1 might ¢
| i

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Geshi Geshi 1.0.0 All All All
Geshi Geshi 1.0.1 All All All
Geshi Geshi 1.0.2 All All All
Geshi Geshi 1.0.2_beta_1 All All All
Geshi Geshi 1.0.3 All All All
Geshi Geshi 1.0.4 All All All
Geshi Geshi 1.0.5 All All All
Geshi Geshi 1.0.6 All All All
Geshi Geshi 1.0.7 All All All
Geshi Geshi 1.0.71 All All All
Geshi Geshi 1.0.7.10 All All All
Geshi Geshi 1.0.7.11 All All All
Geshi Geshi 1.0.7.12 All All All
Geshi Geshi 1.0.7.13 All All All
Geshi Geshi 1.0.7.14 All All All
Geshi Geshi 1.0.7.15 All All All
Geshi Geshi 1.0.7.16 All All All


https://cve.report/
https://cve.report/CVE-2008-5186/mitre
https://cve.report/CVE-2008-5186/nist
https://cve.report/CVE-2008-5186/cve_org
https://cve.report/api/cve/CVE-2008-5186.json
https://cve.report/CVE-2008-5186.pdf
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

Geshi

1.0.7.17
1.0.7.18
1.0.7.19
1.0.7.2
1.0.7.20
1.0.7.21
1.0.7.22
1.0.7.3
1.0.7.4
1.0.7.5
1.0.7.6
1.0.7.7
1.0.7.8
1.0.7.9
1.0.0
1.0.1
1.0.2
1.0.2_beta_1
1.0.3
1.0.4
1.0.5
1.0.6
1.0.7
1.0.71
1.0.7.10
1.0.7.11
1.0.7.12
1.0.7.13
1.0.7.14
1.0.7.15
1.0.7.16
1.0.7.17
1.0.7.18
1.0.7.19

1.0.7.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi
http://cve.report/vendor/geshi
http://cve.report/software/geshi/geshi

Application Geshi Geshi 1.0.7.20 All All All

Application Geshi Geshi 1.0.7.21 All All All

Application Geshi Geshi 1.0.7.22 All All All

Application Geshi Geshi 1.0.7.3 All All All

Application Geshi Geshi 1.0.7.4 All All All

Application Geshi Geshi 1.0.7.5 All All All

Application Geshi Geshi 1.0.7.6 All All All

Application Geshi Geshi 1.0.7.7 All All All

Application Geshi Geshi 1.0.7.8 All All All

Application Geshi Geshi 1.0.7.9 All All All

Application Geshi Geshi All All All All

Reference Source Link

SourceForge.net: GeSHi - Generic Syntax Highlighter: Files CONFIRM  sourceforge.net

GeSHi File Inclusion Security Issue and Denial of Service Vulnerability - Advisories - Community SECUNIA  secunia.com

49488 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.co
oss-security - GeSHi: Clarification about the recent security (non-)issues (SA32559) MLIST www.openwall.com
GeSHi 'geshi.php' Remote Code Execution Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

< s

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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