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Summary

CVE CVE-2008-5230

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-25 23:30:00 UTC

Updated 2008-12-03 05:00:00 UTC

Description The Temporal Key Integrity Protocol (TKIP) implementation in unspecified Cisco products and other vendors' products, as used in WPA and WPA2 on Wi-Fi networks, has insufficient countermeasures against certain crafted and replayed packets, which makes it easier for remote attackers to decrypt packets from an access point (AP) to a client and spoof packets from an AP to a client, and conduct ARP poisoning attacks or other attacks, as demonstrated by tkiptun-ng.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios All All All All

Operating System Cisco Ios All All All All

References

Reference Source Link Tags

dl.aircrack-ng.org/breakingwepandwpa.pdf MISC dl.aircrack-ng.org Exploit

tkiptun-ng [Aircrack-ng] MISC www.aircrack-ng.org

trac.aircrack-ng.org/svn/trunk/src/tkiptun-ng.c MISC trac.aircrack-ng.org Exploit

Battered, but not broken: understanding the WPA crack: Page 1 MISC arstechnica.com

[Dailydave] All Ur WiFi(WPA) R Belong 2 PacSec MLIST lists.immunitysec.com

Wi-Fi Protected Access (WPA) Encryption Standard TKIP Encryption Bypass Vulnerability BID www.securityfocus.com

Cisco Security Response: Cisco Response to TKIP Encryption Weakness - Cisco Systems CISCO www.cisco.com

RaDaJo (RAul, DAvid and JOrge) Security Blog: WPA/TKIP ChopChop Attack MISC radajo.blogspot.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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